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fr AT 43K
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® i #LIE(CommSky>)

B AR B (CommSky#)

A G (CommSky(config)# )

WLAN-BSS #2 14} & (CommSky(config-wlan-bss-0)#)
WLAN-Radio % 41 I (CommSky(config-wlan -radio-1)#)

T JEI=)Z AR M A B (CommSky(config-GigabitEthernet-0/0)#)
VLAN #2141 E (CommSky(config-Vlan-interface-1)#)

VLAN #1 & (CommSky(config-vian-2)#)

fic & FH 7 41 B (CommSky(config-user-namel)#)

JIR 55 A5 4 ] (CommSky (config-dot11-st-1)#)

RADIUS 75 41 ¥ (CommSky(config-radius-test)#)

RRM #1 i (CommSky(config-dot11-rrm)#)

CAPWAP #1 ¥l (CommSKky(config-capwap)#)

ACL #1118 (CommSky(config-acl-test)#)

Portal 41/ (CommSky(config-portal-test)#)

BREF 1 B (CommSky(config-wifisensor)#)

Time-range % &l (CommSky(config-time-range-test)#)

DHCP Hu ki1 B (CommSky(config-dhcp-pool-test)#)

15 4 240 B (CommSky(config-domain-set-test)#)

WDS #1 ¥l (CommSky(config-dot11-wds)#)
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WDS RootAP At & 1 < (CommSky(config-dot11-wds-root)#)
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3 WMIT RS

LB I8 F Mm-S H MR, MTae.
* 3-1 AT MBS HER

SHEERING L, AR EEAT B -

W

B ek W ITISH

configure terminal

enable
exit
CLI #r 4

help
history
quit
idle-timeout minutes
ip {telnet| http| https } shutdown

ik mS | shell
show telnet-session
telnet remote-host
local-user user-name

o level level_num
A HiFH A P A : :
password {cipher|simple} password
NN
B B i > 5% show local-user [user-name user-name]
copy ftp flash
FTP 1 TFTP 74

copy tftp flash

copy running-config {tftp|ftp}

restore default

Fic B SO E AT & _ _

show running-config
write

T £ image-upgrade {tftp|ftp}
show dual-image
clock set local hour minute second [mouth day
year]
hostname sysname

BG4S

show clock

show cpu-usage

show device
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show memory

show version

show uptime

reboot

interface wlan-bss interface-number

interface wlan-radio interface-number

WLAN #0454 | show interface wlan-bss [interface-number]
show interface wlan-radio [interface-number]
shutdown
a-mpdu enable
air-time-fairness {enable|disable}
broadcast-packet rate-limit {enable|disable}
broadcast-packet rate-limit pps cir cir_num cbs
cbs_num
beacon-interval interval
beacon ssid-hide
channel bandwidth {20]40}
channel { channel-number | auto }

WLAN 745 %
client dotllnonly
client max-count max-number
WLAN JB%#4 | client-rate-limit direction{uplink|downlink}

mode{dynamic|static} cir cir-rate

dotll client-isolation {enable|disable}

dot11 service-template st_num

distance distance

dtim counter

fragment-threshold size

ip-access-list ip [CIDR]

portal scheme name

preamble {long|short}

protection-mode {cts-to-self |rts-cts}

portal-scheme name
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max-power radio-power

mbss service-template st_num wlan-bss bss_num

radio-mode {dotl1lan|dotllgn |dotllg|dotlla}

rssi-access {enable | disable}

rssi-access threshold value

rts-threshold size

service {enable|disable}

service-template {enable|disable}

show wifi-bcast

show wlan client [wlan-radio radio-number |
wlan-bss bss-number]

show portal-scheme [name [authed-sta-list |
ip-access-list]]

short-gi enable

ssid ssid-name

url url

wlan country-code {US|CN}

_blackip authip [wechatip]

absolute { start hh mm day month year [end hh
mm day month year] | end hh mm day month year }

authentication {open |
shared|wpa-psk|wpa2-psk}

authentication mac-acl name

cipher {wep40|wep104|tkip |ccmp|ccmp-tKip}

dot1l authentication mac-acl name

gtk-lifetime enable

WLAN %44 | gtk-lifetime time

=
&

mac-list {add|del} mac-address

periodic day-of-week hh mm to [day-of-week] hh
mm

pmf {optionallmandatory}

policy {permit|deny}

pre-shared-key {simple|cipher}
{passphrase|hex} key

ptk-lifetime enable
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ptk-lifetime time

radius-scheme scheme

show wlan-key

ssid-alive time-range name

time-range name

wep key-index {key_num} {wep40jwepl104}
{simple|cipher} {passphrase|hex} key

WLAN RRM 4>

band-steering {enable | disable}

band-steering stations aging value

band-steering stations try-times {value|infinite}

band-steering suppress {enable | disable}

band-steering suppress threshold value

dot1l arp-optimize {enable|disable}

dot1l arp-optimize policy broadcast-to-unicast

dotll rrm

dotlla {basic-rate | supported-rate |
disabled-rate} rate-value

dotllg {basic-rate | supported-rate |
disabled-rate} rate-value

dotlln basic max-mcs index

dotlln supported max-mcs index

rate-optimize {enable|disable}

show arp-optimize

show band-steering

report-interval time

service {enable | disable}

TCEARET fir & -
server type {udp|taodian} ip port
service wifisensor
domain-access-set name
domain-key-list key

4 A4 ¥dr4 | domain-set name

service {enable | diable}

show domain-set name [key keyname]
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auto-repeater acl maclist name

auto-repeater ap mac-addressl uplinkap
mac-address2

auto-repteater default-backhole {2G|5G}

auto-repeater discovery {enable|disable}

auto-repeater link-secure {simple|cipher}
{passphase password_n| hex hex_str}

auto-repteater max-level level

auto-repeater persist

backhole downlink {2G|5G}

dot1l wds

link-secure {simple|cipher} {passphase
password_n| hex hex_str}

netid id

s
%
S
>

repeater acl maclist name

root config

show wds ap { up | disconnect | all }

show wds ap verbos {level level | mac-address |

all }

show wds auto-config

show wds forward table

static-repeater config

troubleshooting manage-template ip_address
{mask|mask-length}

uplinkmac bind mac-addres

wds mode {root | static-repeater |auto-repeater
netid {auto | id_string } | disable}

wds sync-config

interface {GigabitEthernet|Ethernet}
interface-number

port link-mode {router|bridge}

DL M6y 4 | reset counters interface [ interface-type
% [ interface-number ] ]

8

—EHE ARG

5
>
W

shutdown

show interface [ interface-type ]

VLAN

=
e

description text
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name text

port interface-list

port access vlan vlan-id

port link-type { access| trunk }

port trunk permit vlian { vlan-id-list | all }

port trunk pvid vlan vlan-id

shutdown

show vlan [ vlan-id | all]

show mac-address [vlan [vlan_id]]

vlan { vlan-idl [ to vlan-id2 ] }

e
>

PPPOE 1

ip address pppoe-alloc

pppoe {mtu mtulservices servicelachame acname}

pppoe username name password pwd

show pppoe status

=JREAR A

5
>
¥

%

IP % i L filify &

ip forwarding {enable|disable}

show ip routing-table

VLAN #H4r4

default-ip ip_address {mask|mask_length}

interface vlan-interface vlan-interface-id

ip address ip-address { mask | mask-length }

show interface vlan-interface [ vlan_id ]

ip route-static dest-address { mask | mask-length }
next-hop-address { interface-type
interface-number } [ preference preference-value ]

DHCP

3
&

copy {dhcp-static { ftp | tftp}{ftp|tftp}
dhcp-static flash}

dhcp server static-bind mac-address ip-address

dhcp server ip-pool pool-name

dhcp select server global-pool

domain-name domain-name

dns ip-address

expired minite

ip address dhcp-alloc

gateway ip-address

10
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network network-address mask min-address
max-address

reset dhcp server leases { all | ip ip-address | pool
pool-name}

show dhcp client

show dhcp server leases{ all | ip ip-address | pool
pool-name}

dns server ip-address

dns-proxy domain domain_name ip ip_address

WA T4 | dns-proxy { enable | disable }

show dns server

show dns-proxy domain all

ARP 174> show arp

primary accounting ip_address [port
port_number] key {simple | cipher} key_string

primary authentication ip_address [port
port_number] key {simple | cipher} key_string

AAA fir % radius scheme string

second accounting ip_address [port port_number]
key {simple | cipher} key_string

second authentication ip_address [port
port_number] key {simple | cipher} key_string

nat {enable|disable}

Z
5
2
4>

alg {tftp|ftp|h323|sip|pptp|irc|netbios|snmp}
{enable|disable}

igmp-snooping client aging-time interval

igmp-snooping client threshold limit

igmp-snooping {enable | disable}

igmp-snooping group threshold limit

) multicast-forward-policy
IGMP Snooping i

&)

IPZH 4% 1

N
>
W

e T~ {accept-all|drop-unknown | drop-all}
multicast-static-list ip ip-address

multicast-to-unicast auto adapt {enable|disable}

multicast-to-unicast {enable|disable}

multicast-to-unicast station threshold limit

show igmp-snooping

11
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oA 2% 657 TR i 45

S =i

AL
H

ARGy 5

A A
filr 2>

ping [-c count ] [-s packetsize ] host

debugging {alljmodule-name}

debugging band-steering mac-filter mac_address

debugging vlan [mac-filter mac_address]

debugging wds {discover|link}

debugging wlan auth level{alllerrorjevent|dump}

debugging wlan bss [bss-number]

debugging wlan client mac_address

device mode {normaljmonitor}

kdebug wlan-radio radio-number {option|all}

kdebug wlan-bss bss-number {option|all}

show debugging

show kdebug

show reverse-tunnel

ssh reverse-tunnel server port port-number
username name password pwd

ssh reverse-tunnel shutdown

wlan monitor

NTP

3
it

ntpclient server server

ntpclient shutdown

ntpclient uptimeperiod time

show ntp client

o
e
E
5
s

copy tech-support {ftp|tftp}

info-center enable

info-center loghost ip ip_address

info-center loghost level severity

info-center logbuffer enable

info-center logbuffer level severity

info-center terminal logging enable

info-center terminal logging level severity

reset logbuffer

show info-center

12
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show logbuffer [reverse] [size size | level severity]

show terminal debugging [reverse] [size
size-num]

terminal debugging setting [level severity]
[console {off | on}] [file {off | on}]

terminal debugging

terminal logging

control-port port-number

default-server host

device-location string-location

discovery-interval seconds

echo-interval seconds

join-timeout seconds

master-server server

max-discovery-interval seconds

max-discoveries number

3
it

CAPWARP 1

max-retransmit number

mtu mtu-value

retransmit-interval seconds

service capwap

service {enable | disable}

show capwap status

silent-interval seconds

slave-server server

13
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4 AL AN

LI BERERE N SSH
4.1.1 CLI 54

4.1.1.1 configure terminal

(4]
configure terminal
[ ]
B ALK
[ 2200 ]
1: EEH
[Z¥#]
T
[Hiid]
configure terminal #4 F R & FEAR B3N R G A
(25450 ]
#INE B B BE N RS
CommSky#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
CommSky(config)#

4.1.1.2 enable

[4]
enable
(LA ]
AR E
[ 4401
0: UillZk
(%]
.
[ k]
enable iy 2 >k M A A0 BT E N BRI
7 i
BB SRR, RGN 4 admin, Z 602 admin, tHA] DB &% admin B &
P B RS; telnet FH P 8 57405, password A& sk %0
[Z545]
#M AN AL

CommSky>enable

14
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#M AL EE N B, 75 E I AIE, RSN admin.

Password:
CommSky#

4.1.1.3 exit

[m4]
exit
[P ]
EEME (BRHPAED
[r 4401
0: il
[

W
o

x
(k]

exit Ay FR A 4 BT AL R B 21 E— 2 AL

(2540 ]
# N BEAN P AR ] 320 FH P A
CommSky# exit
CommSky>

4.1.1.4 help

(4]

help
[HLA]

S
[ 2200 ]

0: Vil
[Z%]

p
[HiiA]

help 4> SR F8 3 G e 456 11 35 Bh i %

M OATERE RN 7, RGEATLLE R IREAILEE, FHEh5EN

Z X

T.o
RGP PR 5 B

o EHMMTERY. URRIE A RETI, WOERRERANS, BamAT

RERCHET, 0 “show ? 7 .

® . AR A RIE A R I ER I, TR S, RoRULACHY

KEEF . W “show po?”s
(%5450 ]

#35 B %

CommSky#help

Help may be requested at any point in a command by entering a question mark '?". If
nothing matches, the help list will be empty and you must backup until entering a '?'

shows the available options.

15
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Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g. 'show ?')
and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to
know what arguments match the input(e.g. 'show pr?'.)

4.1.1.5 history

(4]
history
[HLA]
SO
[ 220 ]
0: V2K
]
T
[ A ]
history fir 4 FH R 27~ Z B A B an 4, 5 2 AT LAd sk 20 25 a4 CRLF history 74 .
(25450 ]
#IHN Lok
CommSky> enable
Password:
CommSky# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
#f8 H history fir 2 BoR Z AT B A2
CommSky(config)# history
history
configure terminal
enable
CommSky(config)#

[

W

4.1.1.6 quit

(74 ]
quit
[HEIA ]
SR (BRH P ALED
[ 42001
0: Vil
[Z%#]
7
[Hiid]
quit 74 F SR AT AL Lk [m] 21 A
[2441]
#IMN ZR G IR 1] 2 H] AL
CommSky(config)# quit

16
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CommSky>

4.1.2 BFRREWS

4.1.2.1 idle-timeout

[4]
idle-timeout minutes
(¥ ]
RGN
[ 42 ]
l: B
4]
minutes: &R ITIE], HUEVEEIA 0~1440, B4 5%,
ir]
idle-timeout 4 K15 B 7 2 2 1R B (]
RIS, BTN 5 kb,
7 Ui
o UM R TE R I T8 B N e A U P BB TH B AS |, WAt | sh T H P iz,
o MEARTHSRI W BN 0 B, R RN Wi EFZ TN EE .

2

0
e

[

B

(25450 ]
# UCE NI E] DY 4 73
CommSky(config)# idle-timeout 4

4.1.2.2 ip {telnet | http| https } shutdown

(74 ]
ip {telnet |ssh} shutdown
no ip {telnet | ssh } shutdown
[HLA]
ARG
[ 2200 ]
1: BRI
[Z%]
7
[Hiid]
telnet iy % AT Telnet B X 22 EHL, DUEHATIZFEE B,
ip telnet shutdown x4 FH K 5G] telnet k%%, no ip telnet shutdown 74 SR I &
telnet Ik %%
ssh T % T2 51 J5 SSH AR RS -
ip ssh shutdown 4 FI KSR %S,  no ip ssh shutdown 4 KA 5 SSH ARSS .
BRUVCIRES, telent IRSSHFFSE, ssh k25K
(%5450 ]
#JT )5 Telnet k%% .
CommSky(config)# no ip telnet shutdown

17



CommSky #Fa CU TS F i

4.1.2.3 show telnet-session

[dr 2]
show telnet-session
[HLE ]
fEEALE
[ 22 ]
0: Uik
[ %]
0
[#ik]
show telnet-session iy 4 H >R .7~ 15 £ Telnet % 7 o 55 5% P BIAH SR B
[ 25451 ]
# R Telnet 2 7 o 5 5 P BIAHSAE B
CommSky> show telnet-session

user from time

abc 192.168.1.103  Feb 27 16:44:33

test 192.168.1.109 Feb 27 16:45:34
7% 1-1 show telnet-session iy 4 &7~ 5 S A &

FH A
user BRIP4
from AP
time FH 7 36 S5 ) (]

4.1.2.4 telnet
[4]
telnet remote-host
(LA ]
R P AL
[ 440
0: Vil
[Z%(]
remote-host: ¥ RS IP Huhl,
[#R]
telnet 742 H T Telnet B R BEFEFHL, PMEIATZFEEH,
[ 2545 ]
#Telnet B R FEFE ML (IP Hihk Ay 192.168.1.103) .
CommSky# telnet 192.168.1.103
4.1.3 AP EHEmS
4.1.3.1 local-user
[4]

local-user user-name
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no local-user { user-name | all}

]WE

[
%%ﬁ@

ek 77'“
B

0
£

% 1
user-name: FonAHIH A4, AP 4K 1~32 MR, XK, RadHr
FREF TN RIZ
all: FoRPFraHH
[#iiA]
local-user 74 HSRE A P (5 2 %00 4 4>, Ik admin &4t 5 4Y), FfE AR
HH AL
no local-user i 4 FH R MIBR+5 & B A HLFH 7
FEFEERARE, admin F A SOV B
(25411
#6178 —> namel FIAHIH 7
CommSky(config)# local-user namel
CommSky(config-user-namel)#

4.1.3.2 level

[#4]
level level _num
no level
[HEIA ]
FeE A ALK
[ir 40
1: EHY
[Z%]
level num: FoRAM 5%, JEEY 0~1, %9 0 Xoni@H P, &% 1 R
M.
[Hiid]
level & F >k B H 55
no level iy 4 FH K/ P“”Eﬂ%)ﬂé’ﬂjw}%é& BREEILT, BUAH 5N 0.
FEEENE, admin A RV 2%
(%5450 ]
#UCE namel HI 7 B PSSO E FLGL
CommSky(config-user-namel)# level 1

4.1.3.3 password

[4]
password {cipher|simple} password
no password

[HLA]
Fe & M ALK
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[ 54200 ]
1. B
[Z=%]

cipher: KRB EH, HEIKUE LR,
simple: RN EWHCHH, HEHK AR,
password: BN, FKE 0~32 NMER, AR TH. HB5E 5.
735 K SRR AT o
[#iiA]
password 7y & F R B H 7 S, SR H P AR RS SR
no password @i 4 H SR E FH P IS0 N ERCIRES, BRAZ %10,
(25411
#XE namel FH Y.
CommSky(config-user-namel)# password simple 123456

4.1.3.4 show local-user

(4]
show local-user [ user-name user-name ]
[HLA]
R
[ 42001
0: V2K
(24
user-name: FoNAHLH 4, P AKE 1~32 MERF, X RAhE, REE8F.
TR RIZ
[ ik ]
show local-user 74 FH 2K 2.7 BT B4 € B A 3 H 2 A RS S
(25450 ]
#3m  FTE HUA L 5 S

CommSky# show local-user
The information of the user:

user-name user-level
namel 1

4.1.4 FTP Ml TFTP g4

4.1.4.1 copy ftp flash

(4]

copy ftp flash
[HLA]

FH P AR B R0 BEA ]
[ 42001

1. EHL

20
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[Z%]
i
[HiiA]
copy ftp flash fir % ftp k55 &= MECE (S B N3 falsh v, JF HAB 5 F 5B I E
TR, PITZm &S HIER.
(25410 ]
# M FTP JR45%8 4 N4k running.config 32451 flash .
CommSky> copy ftp flash
IP address of remote host : 192.168.1.103
User ID(STRING<0-32>): abc
Password(STRING<0-32>): 123456
Source file name(STRING<1-32>): running.config
FTP get::192.168.1.103//running.config ---> flash
You must restart the configuration to take effect
Proceed [Y/N]? Y

4.1.4.2 copy tftp flash
(4]
copy tftp flash
[ ]
FH P FL B R0 AR
[ 2200 ]
1: BRI
[Z%]
p
[HiiA]
copy tftp flash 2K thtp ARk 4528 FhiC & 15 5 F 33 falsh o, FF H 78 & R HECE

=

R, PUTZmSRAESHAEE.
(25450 ]
# M tftp IR 5525 T % running.config SCF3 flash .
CommSky> copy tftp flash
IP address of remote host: 192.168.1.103
filename to write on tftp host(STRING<1-32>): running.config
TFTP get: 192.168.1.103//running.config ---> flash
You must restart the configuration to take effect
Proceed [Y/N]? y

4.1.5 REXHEH M4

4.1.5.1 copy running-config
(4]
copy running-config {tftp|ftp}
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[HEE ]
FH P H A A B P
[in &40 ]
1. EHL
(4]
running-config: 4 i AL &5 2.
ftp:3Ror ftp AR 45 4%
tftp: R thtp IR45 %%
[Fik ]
copy & HRRAFHESE S .
[%:41]
# R AT S B ORAE 2 thtp S5 as
CommSKky# copy running-config tftp
IP address of remote host: 192.168.1.103
TFTP send: flash ---> 192.168.1.103//running.config
Proceed [Y/N]?

4.1.5.2 restore default

[a4]
restore default
(PR ]
REME
[ a2 40]
1: ERR
[Z#(]
y
[k ]
restore default #y4 R & &K E 2 BLE.
e, PITzmdwE&sash®EE.
[ 25451 ]
# WE R EE.
CommSky(config)# restore default

#Fa CU TS F i

You must upgrade to the entry into force of these configurations

Do you want to restore factory settings? [Y/N]y
4.1.5.3 show running-config

(4]
show running-config
[HLE]
B
[ 42001
1. B
#]
7

[

W
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[Hii4]

show running-config 74 FH K27 4 HTECE (S B
(2541 ]

# BORHHTERR

CommSky> show running-config

Building configuration...

Current configuration :
|
info-center enable
info-center loghost ip 0.0.0.0
info-center loghost level informational
info-center logbuffer enable
info-center logbuffer level informational
no info-center terminal logging enable
info-center terminal logging level informational
I
hostname CommSky
I
ntpclient uptimeperiod 86400
ntpclient server time.nist.gov
ntpclient server time.windows.com
I
local-user admin

password admin

level 1
!
vian 1

description VLAN 0001

name VLAN 0001
--More--

YAy
E%{%AE\@ﬁ—‘ﬁﬁj" %éﬁj{%ﬂ_‘—\‘ “"“ MOI’e ““” ’ %EAEEE%—F—‘??{%A%\’ %A%*ﬁ
BoR T BRE R 2N [ ZE A AR B A I R H R

4.1.5.4 write

[4]

write
[P ]

A
[ 4400]

1. HHR

23



CommSky #Fa CL apTIESFM

(4]
p
[Fik ]
write 4 HIRORAE M ATECE (S B
[%41]
# RAFICER R
CommSky# write
The current configuration will be written to the flash. Are you sure? [Y/N]y

4.1.6 MA4F L

4.1.6.1 image-upgrade

[%]
image-upgrade {tftp | ftp }
[HLE ]
REMKE
[ a4 200 ]
1. EH
[ %]
tftp: H tftp T 2R34T T+ 2%
ftp:H ftp 2K SAT T
[#iR]
image-upgrade iy % FHRIHHAT, HRBIIZ 5 RAHE B A AR

7 Ui
CLI X Fa# NI 4 R Auvrdey . 78, FRIZLMS, 78X KNS,

(25451 ]
#M\ titp R HER AT AT T
CommSky(config)# image-upgrade tftp
IP address of remote host: 192.168.1.103
filename to write on tftp host(STRING<1-32>):ap3602.app
Proceed [Y/N]? y
Start image download...
image download completed
Stepl : image valid ok
Erasing blocks: 49/49 (100%)
Writing data: 3128k/3128k (100%)
Verifying data: 3128k/3128k (100%)
Step2 : image upgrade ok
Unlocking flash...
Done
Erasing old environment...
Done
Writing environment to /dev/mtd2...
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Done

Locking ...

Done

Step3: set boot from seconde image ok

You must restart the upgrade to take effect...

4.1.6.2 show dual-image

(4]
show dual-image
[HLA]
SO
[ 220 ]
0: Vil 2%
]
y
[ A ]
show dual-image 774 H >k .7~ X image 1IAHEAE B .
(25450 ]
# WoRARE PR image A5 .
CommSky# show dual-image
System boot from: first image
First image information:
Image version: V200R001
Created: Wed Feb 4 22:30:20 2015
Data Size: 3407808 Bytes
Second image information:
Image version: V200R002

[

W

Created: Wed Feb 11 22:58:08 2015
Data Size: 4632512 Bytes
7 1-2 show dual-image it 4 T~ s BffiiA %#
FH A
System boot from: R RS image J5 B %A%
First image information: WA E— image A K(E B
Second image information: WA A image A K(E B
Image version: image [PJRA
Created: image M4 Rl HS [A]
Data Size: image PR/
417 EEHmS
4.1.7.1 clock set local
[a4]
clock set local hour minute second [mouth day year]
[#iE ]
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REME
[ 5420 ]
1. EHLK
[Z=%]
hour : WE/NE, HUETERIN 0~23;
minute : WE7, HUETEEA 0~59;
second : WEF, HUETEMEA 0~59;
mouth: WEH, BUEEHE 1~12;
day: WEH, BUEEE 1~31;
year: B, HUHETEH] 2000-2036.
[#iA]
clock set local 4> FH >k ¥ B A Hbu s TR) A H 81
[ 22451 ]

HI B WA RGN E] Y 2014 4 12 H 18 H 14 | 52 43 12 7.
CommSky# clock set local 14 52 12 12 18 2014

4.1.7.2 hostname

(4]
hostname sysname
no hostname
[ ]
ARG
[ 2200 ]
1: BRI
[Z%]
sysname: WRALIR, KE 1~-32 NFERF, X KNE, AT F08 PRIZ
AMTF R
[HiiA]
hostname iy R 150 B B 2% I 44 7K
no hostname FH KAk &2 ¥4 4 PRI ER A «
BURE T, /R LFRA CST-APxxxxxx(x N MAC )51 6 F71H).
(25450 ]
# WE RPN AP,
CommSky(config)#hostname AP
Begin change system's name.....
Change system'’s name done.....
AP(config)#

4.1.7.3 show clock

[a4]

show clock
[HLE ]

A
[ 2401
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0: Vil
[ %]
0
[k ]
show clock i 4 >k i 7s 2 4t 24 A s [A] A0 H 3
(25451 ]
# BE RS YT AR E, SoRIFE A By By B L B AR
CommSky# show clock

Thu Dec 18 14:52:33 CST 2014
4.1.7.4 show cpu-usage

(4]
show cpu-usage
[ ]
R
[ 2200 ]
0: Vil
[Z¥#]
y
[ ]
show cpu-usage fir4 F >k &8 CPU FIH R4 iHE B.
RGN —E M [E] GEFE N 60 #2) X CPU MR RMATS 1T, HEGH4h R IR
£ Pk X CAMRAF DR B R SR S W& IR S A )
[ 2441
# oRHET CPU MHZESITHE R
CommSky> show cpu-usage
Unit CPU usage:
1% in last 1 minute
1% in last 5 minutes
1% in last 10 minutes
# 1-3 show cpu-usage fiv 2 B s Bk R

FB& iR
Unit CPU usage CPU FIHZHAE .
W RSE, PL1 e A, HEIRE R —Z AN
1% in last 1 minute CPU K PRI R, B B —A 1 8 gt

W CPU KPR H # .
W& BN )G, LS BN, tFEHIESE I E N

1% in last 5 minutes CPU WP R . iZF BB EIT— 5 8 41t A
W CPU KPR H * .
WG, LL10 8RB, 1R — IRz
1% in last 10 minutes W CPU KPR A X . ZF BRIl — 10 28 4i 1t

JEEAN CPU B FF| 2.
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4.1.7.5 show device

[dr 2]
show device
[HLE ]
fEEALE
[ 22 ]
0: Uik
[ %]
0
[#ik]
show device 4 FHR BRI & IE S .
[ 25451 ]
# AR YETRE T IIE R
CommSky> show device
Device name: AP3602
SN: commsky20141108AP
Ethernet MAC: 34:cd:6d:00:00:00
WLAN MAC: 34:¢d:6d:00:01:00
Vendor: CommSky
# 1-4 show device 1y 2 WonfE BEAE

FB ETp%)
Device name W 44 FR
SN & JallR=t
Ethernet MAC % £ Ethernet MAC ik
WLAN MAC %4 WLAN MAC Hihik
Vendor WA HE]
4.1.7.6 show memory
[ 4]
show memory
(ENSD |
1B
[in 2200 ]
0: Vil
[&=%]
"
[t ]
show memory i & F 2K s % 25 A2 A IR L
[ %5451 ]

# IR B N AF I IR DL o

CommSky> show memory
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System Total Memory(KB): 431869088
Total Used Memory(KB): 71963156
Used Rate: 16%

% 1-5 show memory iy & o~ s Bk &

FB ik
System Total Memory(bytes) RGUBNAERAN, AT
Total Used Memory(bytes) CAMEHMNZRAN, AT
Used Rate L2 T B A A7 o 5 A A7 EE 41

4.1.7.7 show version

[a4]
show version
(PR ]
EEE
[ @420 ]
0: P&k
[Z#]
"
[#i4]
show version 74 F K 27 B i A Ibootloader i AR /A 14 hig A< 5545 IS o
[ 254511
# BE RGN ENRAE R
CommSky> show version
Bootloader version: 1.0.0
Software version: V100R001
Hardware version: 1.0.0
SN: commsky20141108AP
Software build time: Thu Dec 18 15:13:03 2014
Bootloader build time: Tue Dec 9 15:35:02 2014

%% 1-6 show version iy 2 B~ E BHIAR#£

FR 5%
Bootloader version Bootloader hix A<
Software version: B R
Hardware version: B R A
SN: BEFHS
Software build time: B AR RS TR
Bootloader build time: Bootloader A st [A]
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4.1.7.8 show uptime

(4]

show uptime
[HLE]

FEEUE
[ 44

0: Vil
[Z%#]

i
[Hii4]

show uptime 74 F >R 2.7~ B 4% (1) J3 Bl [A]

(411
# BB R BN TE
CommSky> show uptime
17:37:25up 3:07

4.1.7.9 reboot

[#r 4]

reboot
[HLE ]

FH P A0 B A0 B AR 1
[ a4 40]

1: EHY

[$ik ]
reboot 7% FH K 5 JH B4 .
(25451 ]
# R
CommSky> reboot
Do you want to save configuration? [Y/N]y
Do you want to reboot? [Y/N]
System is rebooting now ...

4.2WLAN frd5%
4.2.1 WLAN 04644

4.2.1.1 interface wlan-bss

[ 4]
interface wlan-bss interface-number
no interface wlan-bss interface-number

(ENSD
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REME
[ 5420 ]
1. EHLK

]
o
o

interface-number: WLAN-BSS #14q5, BUEJEE N 0~15.
®]
interface wlan-bss 774 FH >kt A8 € 11 WLAN-BSS #: L. WS4 e n
WLAN-BSS £ AR, WiZdr 4558 s WLAN-BSS #1110, S8 5 Hdk1Z
FETIAR
no interface wlan-bss 4 F kM Bx 8 %€ ) WLAN-BSS #2111,
[ 2545
# ERGAE T OS5 09 1 1) WLAN-BSS #21.
CommSky(config)#interface wlan-bss 1
CommSky(config-wlan -bss-1)#

-
5

4.2.1.2 interface wlan-radio

(4]

interface wlan-radio interface-number
(PR ]
REGME
[ a2 40]
1: R
[Z#]
interface-number: WLAN-Radio #2145 . ZSHHIIEGHE S & &S H K, W@
BB SCRE N AN AT O HZ 2 80E 8 0~N-1.
[k ]
interface wlan-radio 774 >kt X WLAN-Radio # #L K.
[ 25451 ]
# £ RGME NN WLAN-Radio 1 2 F4LI& .
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan-radio-1)#

4.2.1.3 show interface wlan-bss

(74 ]

show interface wlan-bss [interface-number]
[HLA]

S
[ 42001

0: Vil

interface-number: WLAN-BSS # M 4w'5, BUEJEEI N C A1) WLAN-BSS £ 14

show interface wlan-bss iy 4 F & &7~ WLAN-BSS # H )5 B .
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[%41]

# ‘78 WLAN-BSS1 #2 15 ..
CommSky(config)# show interface wlan-bss 1
WLAN-BSS1 current state: UNBOUND
Hardware Address: 34:CD:6D:03:83:30
PVID: 1
Port link-type: access
Tagged VLANID : none
Untagged VLAN ID : 1

Input(total): O packets, O bytes

0 unicast packets, 0 unicast bytes

0 multicast packets, 0 multicast bytes

0 broadcast packets, 0 broadcast bytes
Input: O input errors, 0 dropped, 0 compressed

0 length errors, 0 over errors, O crc errors

0 frame errors, O fifo errors, 0 missed errors
Output(total): 0 packets, 0 bytes
Output: 0 output errors, 2898 dropped, 0 compressed

0 unicast packets, 0 unicast bytes

0 multicast packets, 0 multicast bytes

0 broadcast packets, 0 broadcast bytes

0 aborted errors, O carrier errors, 0 fifo errors

0 heartbeat errors, 0 window errors
Total: 0 collisions

% 2-1 show interface wlan-bss 4 RS Bk %

#Fa CL apTIESFM

TB

Eiiipy

WLAN-BSS1 current state

HEY:

WLAN-BSS 22 1 I3 EEEBOIRAS, RA&TT

« DOWN ( Administratively ): #/ri%

WLAN-BSS £ 1 2.4l shutdown iy 4 #%

KM, RREHELRZS AT

«DOWN: /1% WLAN-BSS 42 1 [ 57 FAR

SAFE, (BRI, RIZE: DX MY

] WLAN-BSS W% 4k T up PR i) 47) 3 iy 1
CRI eI VG W B2 2 i 2 B )

o UP: 1% I 1 HLIRZS A BRS8N H

«UNBOUND: #7~i% WLAN-BSS %5 45 & 3|

WLAN-Radio #:1

Hardware Address

WLAN-BSS 1 1) MAC ik

PVID

WLAN-BSS 1 /) PVID

Port link-type

Ta

Untagged VLAN ID

gged VLANID

WLAN-BSS ) $% 112871
WLAN-BSS [ 155 i 5 2
® trunk Trunk 27!

® access Access 257
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e CLU a<iTiESFM

WLAN-BSS 2 175 % 5 45 72 1 VLAN $ SCHS K
{*%¥ VLAN Tag
WLAN-BSS 2 175 % 2 45 7€ 1 VLAN $ SCHS K
245 VLAN Tag

Input(total): O packets, O bytes
0 unicast packets, 0 unicast bytes
0 multicast packets, 0 multicast bytes
0 broadcast packets, 0 broadcast bytes
Input: O input errors, 0 dropped, 0 compressed
0 length errors, 0 over errors, O crc errors
0 frame errors, O fifo errors, 0 missed errors

EOMEEMAR S IHER . S
TH, RIREAE, BRERT iﬁz, éﬂ%)é'ﬁ
B AR THL RS REL TR T

#

EERE/EEES T EYSY

o ARIRE R, Sl E s, KYE
SRR

® AN IR AL

Output(total): 0 packets, 0 bytes
Output: 0 output errors, 2898 dropped, 0

ROYHEER B ROCaHE R B B

compressed Lk
0 unicast packets, 0 unicast bytes YRR E R
0 multicast packets, 0 multicast bytes o imiHiirmAa, ZAnEEFETE, T
0 broadcast packets, 0 broadcast bytes % B

0 aborted errors, O carrier errors, O fifo errors | @ s sy ke 4tk 352 iy 4. %5

0 heartbeat errors, 0 window errors

Total: 0 collisions filf 48 o L 5

4.2.1.4 show interface wlan-radio

( il < ]
show interface wlan-radio [interface-number]

[HLE ]
FEEAE

[ 225 ]

0: VjZk

[ 4]

interface-number: WLAN-Radio #: 45 . ZSHMBUETERE S &85 A%, Wl

B SR N AN FUZ S H0ME S 0~N-1.

[t ]

show interface wlan-radio 74 >k & 7~8 WLAN-Radio # 1 15 &

[ %5451 ]
# &7~ WLAN-Radio 0 2 11{{Z .,

CommSky(config)# show interface wlan-

WLAN-Radio0/0 current state: UP

radio O

Input Data frame(total): 0 packets, 0 bytes

0 unicast, 0 multicast, 0 broadcast

70 managment packets, 0 control packets
0 authention packets, 36 probe request packets

0 physical errors, 0 FCS errors
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0 MIC errors, 0 decrypt errors

Ouput Data frame(total): 0 packets, 0 bytes
0 unicast, 0 multicast, 0 broadcast
75 managment packets, 0 control packets
0 authention packets, 0 assoctiate packets
0 retry counters

% 2-2 show interface wlan-radio 4 &~ fE Bk £
FB iR
WLAN-Radio0/0 current state B O B 2B IR A

2O R AR R S B

® AL, BT
IR, AL, L
B,
I3, Probe i3k ik

Input Data frame(total): O packets, 0 bytes
0 unicast, 0 multicast, 0 broadcast
70 managment packets, 0 control packets
0 authention packets, 36 probe request packets
0 physical errors, 0 FCS errors

MIC #5172 IREL  fRbTES 1R IR

[
[
[
0 MIC errors, 0 decrypt errors ® WHAR VM, FCS ARV
[
%

MRy RV (THIE S &S N R EISE
Ouput Data frame(total): 0 packets, 0 bytes
0 unicast, 0 multicast, 0 broadcast
75 managment packets, 0 control packets
0 authention packets, 0 assoctiate packets
0 retry counters

o AR, BT

o HiRE¥, HABEH, ITIREH
o EIHAE,

o iFE¥, KB

o FH il

4.2.1.5 shutdown

[ ]
shutdown
no shutdown

g
]@

WLAN-BSS 2 041 & /WLAN-Radio 2 031 &
e 73'“
et

s
W
‘fif

.
]

shutdown 4 >k 4] WLAN-Radio 4% 1/WLAN-BSS #21.

no shutdown 54 F >k 5 WLAN-Radio % 11/WLAN-BSS #11.

BBl T, WLAN-Radio # FI/WLAN-BSS £ 1 4b T+ IR A
[ 25451 ]

# 1 WLAN-Radio 1 #17.

CommSky(config)# interface wlan-radio 1

CommSky(config-wlan -radio-1)#shutdown

"
=
Br
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4.2.2 WLAN R4

4.2.2.1 a-mpdu enable

[ar<]

a-mpdu {enable|disable}
[HLA]

WLAN-Radio 2 1 &
[ 220 ]

1. EH

]
%
2

y
%]
a-mpdu enable 74 FRIT 5 iS4 1 (] A-MPDU T .
a-mpdu disable fiy4 FI2K < F 24 /i 454 1 1 A-MPDU Zh#g .
BIMNIRET, A-MPDU ZhagkhF IRk A .
(25450 ]
# [ A-MPDU Ififig
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan -radio-1)# a-mpdu disable

"=
B
s+

4.2.2.2 air-time-fairness

(74 ]
air-time-fairness {enable|disable}
[HEIA ]
WLAN-Radio #2111
[ 220 ]
1: BRI
[Z%#]
i
[HiiA]
air-time-fairness enable iy 4 FH R I J8 A BT 404 O/ ATF ZhRe.
air-time-fairness disable iy 4 2K 2¢ P 4 | 5 4z 1 (1) ATF Djge.
BINIRAET, ATF DJREAL TR HTIRAS .
(%5450 ]
# JF)g ATF H6E.
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan-radio-1)# air-time-fairness enable

4.2.2.3 broadcast-packet rate-limit

(4]

broadcast-packet rate-limit {enable|disable}
[HLE]

WLAN-Radio % 111 &
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enable T4 HISRIT 5 24 Fi S A0 11K 4l SC e 32 BR il o g
disable fir-$ 2K 5% P 24 Fif SR 403 11 B ) il S 32 BR i o g
BRUCIREE S, B ROCHE R IR B D Re Ak TR RS

(2541 ]
# JTJ8 WLAN-Radio 1 ) 14k S0 2 fR 1 T e
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan -radio-1)# broadcast-packet rate-limit enable

4.2.2.4 broadcast-packet rate-limit pps

[a4]
broadcast-packet rate-limit pps cir cir_num cbs cbs_num
[ ]
WLAN-Radio #1111
[ 42001
1: EHY
[Z¥#]
cir_num: BB LRUEECR PR/, BUETER 1~10000, .47 kbps, ERIA{E N 10kbps.
cbhs_num: BE RAGERK KN, BUE TR 1~10000, 47 kbps, BRIAE N 30kbps.
[Hiid]
broadcast-packet rate-limit pps #iv4 F 2R 15 B 24 5 S Az O ) JE 4R SCHE Z IR Hl Th B
HIPRAUE TR AR AR AR H KA, RAGE DR UER K
(25450 ]
# 1 H WLAN-Radio 1 FIfRIFEZA 40, RKHEZEHA 60.
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan -radio-1)# broadcast-packet rate-limit pps cir 40 cbs 60

4.2.2.5 beacon-interval

[ ]
beacon-interval interval
no beacon-interval

[HLE ]
WLAN-Radio 22 1K
i il |
1. &P
(%]

interval: A6 Fr il (B 1) (8] B% . BB VEEE v 40~3500, #.47 TU (Time Unit,
1TU=1024 )

)|

beacon-interval 72 K1% B AP &% Beacon i (fZFrMi) [ a] 6] BF

€l

(;E.
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no beacon-interval iy 4 F Rk & BRIAIRE

BRICIRA N, &i% Beacon Mif st [a] 18] f 9 100TU.

AP 2= i 1% 3% Beacon i, LARRVFICAZS P i A\ AP
(25411

# VB R AE AR MR IR A E] BE 24 1000TU.

CommSky(config)# interface wlan-radio 1

CommSky(config-wlan -radio-1)# beacon-interval 1000

4.2.2.6 dotl1 client-isolation

(4]
dotl1 client-isolation {enable|disable}
[HLA]
RGAE
[ 220 ]
1. B
[Z¥#]
y
[ ]
dot11 client-isolation enable 7y 4 Fl K A# fE T2k FH 7 B8 5 Thie
dot11 client-isolation disable 74 F >k 1 JC 4k FH 7 & S ThRETh g o
BRETEOL T, JoEH R 2 Th e 2 ok A .
(25450 ]
# IR R ThRE .
CommSky(config)# dot11 client-isolation enable

4.2.2.7 beacon ssid-hide

[4]
beacon ssid-hide
no beacon ssid-hide
(EUNED
il 55 A AR AL 1]
[ @420 ]
1: ERR
[ %]
yn
[#5k]
beacon ssid-hide i FH 2K HC & AL (S drmi Eejek SSID, RIANE SSID.
no beacon ssid-hide 4 F KK 2 BRUCIRES .
BINRET, Ehamirh AR5 SSID.
TEVERENZ, FEAsmi i SSID B&jEJ5 . AP AIE IS brii B A& SSID 15 &,
NI C 4 25 P i L F B BL B 1% SSID bRl A sedEAN AP
B SSID X T2k 22 e XA K. o) #E SSID AT LIAE TS 26 % F ity o 25 5 KB AP
[ 25451 ]
#IC B AE(S driirh e SSID.
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CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)# beacon ssid-hide

4.2.2.8 channel band-width

[4]
channel band-width { 20 | 40 }
no channel band-width
]
WLAN-Radio 2 4} &
[r 4401
1. EHL
(%]
20: 37~ 802.11n ) TAEHT %8 /& 20MHz.,
40: #F7~ 802.11n [ LAEHS %5 /2 40MHz,

[

&=
23

O

channel band-width iy 4 FH k46 12 24 B S Ads O 7 se i
no channel band-width i 4 F SR & ZRVCIR A
BRAEE LT, 802.11an SR AL HY L A% L 77 58 9 40MHz, 802.11gn 7Y ()5 i 1
[1)75 %6 9 20MHz.
%‘?%ﬁéffiﬂﬁ e
Z A AT 802.11n KA 42 LA R AEBEAT e LB D) ik, et

?:“tiﬂ%ﬁ?él’]u’ﬁké fE.

FEFE € B )7 5809 AOMHz 15 4L T, an R4 2| A] AR E fEiE, R4l
H 40MHz 5 58, AR A BT LAGEE 518, 4 SEbr A #efl FH 20MHz 717 % .

[ 2441

# M0 AR A s 20MHz,
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan -radio-1)# channel band-width 20

4.2.2.9 channel

[4]
channel { channel-number | auto }
no channel
]
WLAN-Radio 2 41 &
T4 17'“
EEL

&)

]ZEI

0
£

¥ ]

channel-number: SHAIA TAE(SIE . S0 TAE(EE b B KA kg . 15
BHRSEEAISH K, 15 LB & SLbriE ol T

auto: HINEFREEH R, hiRSHRIELPrIFE E 3k F Rt E1E
)|

channel fir4 F K B0 B S 40K TR (S 1E

no channel 74 Rk & BRI .

€l

(;E.
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BRUCIREET, M Bshik#EER, B auto Bz,

i R AT, A F B SCR AR RETE , [RS8 AT A ] E XA R A AN A
(2541 ]

# WA TAEEIE N 6.

CommSky(config)# interface wlan-radio 0

CommSky(config-wlan -radio-0)# channel 6

4.2.2.10 client dotl1nonly

[%]
client dotllnonly
no client dotllnonly
[HLA]
WLAN-Radio #1111
[ 42001
1: EHY
[Z¥#]
y
[ ]
client dotl1nonly iy 4 FH K AC B AX L 802.11n FH F E2 N ThRe
no client dotl1nonly FRK &ZBRVVIRAS .
BATE LT, 802.11an ZRAY ;I [F] I f8i4F 802.11a A1 802.11an F P4 X\ ; 802.11gn
KA 42 1 [R5 802.11b/g A1 802.11gn fFH 1 HEN .
TEEREMZ: HJHUT client dotllnonly i 4 )G, R 802.11n L% i A fe
BN AP, IR P R S5 802.11a/blg Eﬁ?ﬁ%%%)ﬂ g, [R]INIEEEHE N 802.11n HY
TCLR& Py, W25 H] client dotllnonly 74 .
[ 2541
# (EGHTHE O LT R ST 802.10n I R AT E
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan -radio-1)# client dotl1lnonly

4.2.2.11 client max-count

[&74])
client max-count max-number
no client max-count

[ ]
R 45 R AR P
iR 17'“
TR

(i}iﬁ(]
max-number: £E— ST, A SSID FISCEETEL % P i ok AN L, BUETE
BN 1~127.

[ 5]
client max-count iy 4 FH K48 B £ —NHHUR, HAS SSID T HIRBATCER & /- i 1 B
KA
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no client max-count 74 F kK = ERUVIRZ
BURE T, mE A LASCHK 127 DM ICE R T i o

(25451 ]
# OB MRS 1 A DAOCHR IR B K IC 4 2 7 i N4 10,
CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)# client max-count 10

4.2.2.12 client-rate-limit direction

[%]
client-rate-limit direction{uplink|downlink} mode{dynamic|static} cir cir-rate
no client-rate-limit direction{uplink|downlink} mode{dynamic|static}

(R ]

55 B AL P
QTissa/EilD|
1. EHL

[Z¥#]
uplink: _EATJ7 ], BUATGZH 7 £ AP J5 ) ;
downlink: "FAT7 1), BIA AP Z|TJo4 FH /- 77
dynamic: BRI, IR %) i BIRTE I 2 S =2 A /28 7 i B
static: FRSHI, Fr AR i A FR EE AR 0 [ A
cir cir-rate: FFAMIUT NHEAS Client FREIE R ; ST AFTA Client PR3 H
R, BA1N kbps. HUETEHE Y 100~300000.

[ A ]
client-rate-limit iy % FH KR BC B 5 T 4RSS R4 BRI DA, BIRR 1 A2 iy
2 AP J7 A AP F1 % S 75 [ B A i P R RO A, R R ST ARAR A 1)
HRT LA T G B
no client-rate-limit 4 F KK & 54 500 .
BRETENL T, WA 3T LIRS JCE H 7 R T e

(iiéﬁﬂ]

# fCE AT ARG WL H P BRIE DR, 0% ) i AR E 1) e KA T N

567kbps, IS L S iE 2y 189kbps.
CommSky(config)# dotl11 service-template 1
CommSky(config-dot11-st-1)#client-rate-limit direction uplink mode static cir 567
CommSky(config-dot11-st-1)#client-rate-limit direction downlink mode dynamic cir 189

4.2.2.13 dot11 service-template

[4]
dotl1 service-template st_num
no dotl1 service-template st_num

FE

(&
Z%éiﬁju@
i 17'“
BT

0
£

¥ ]
st_num: FCERSHER S, HUEEHEZ 0~15.
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[#ii4]
dot11 service-template 7y 4 FH SR A 3 Mk 25 AR itk N IR S BRI o SR N 1 il
FRR O AAAAE, M EEENZAE.
no dot11 service-template 7y 4 FISRM B — R S5 AR HIE B AH S IC & - 40248 &
1) 1R 55 AN Bt Sf 1) SR A0, U A o B S 2 T A R NI s e 55 AR
TEF RN, PRBR O ERRS BN, R xRS AT no
service-template enable mt 7] LLFEAT 524

[ 25451 ]
# AR IRS R, RS BRS R 1.
CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)#

4.2.2.14 distance

[#4]
distance distance
no distance
(PR ]
WLAN-Radio 2 47 &
[ 440]
1: R
[Z#(]
distance: S ARAIE o R En &, AN B BUEVEEDY 1~40.
| €iipay |
distance iy 4 F >R HC B3 A0 R 78 56 1 SO PR
no distance & R E EBRVOIRES
BUIRET, SHIn 8 S aoniE ey 1 AR,
[ 2545
# TC B AT 78 B i BRSO 5 A HL.
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan -radio-1)#distance 5

4.2.2.15 dtim

[dr4]
dtim counter
no dtim
]
WLAN-Radio #2111
[ 42000 ]
1. B
249
counter: DTIM (Delivery Traffic Indication Message, 4 &35 ~(5 B Wila] i115
WL BUETEEN 1~31. 0, BCE counter {2 1, MAFAME bR b #2117
DTIM {5 2.,
]

[

=i
25

(

W
s

€l

(;E.
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dtim iy HIRAE AP KB ZA7 1) 2 FRiisd) Sk i /T, v EF W DTIM it
no dtim g4 F RIS BRUCIRES
BRUCIRAE R, DTIM #3880 1.
2 DTIM THEUEH] 0 I, AP A2 RIE A7 T ¥ 2 FRii sl #E il
(25411
# AL E DTIM 2% 4 10.
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan -radio-1)# dtim 10

4.2.2.16 fragment-threshold

(4]
fragment-threshold size
no fragment-threshold

[HiE]
WLAN-Radio #1111
[ 420 ]
1: EEH
[Z4#1]
size: MWfIo> b I TBRAE, HUETEE N 256~2346, HAIAF T .
[H#iiA]
fragment-threshold i 4 FI SR AL & Wi f) 70 17 TRRAE,  BPECE Qe B e i s KA
.

no fragment-threshold 4 A KK &2 BRUCIRZS
ERUCIRZAS T, Wit 20 Fr TIBRAEL Ny 2346 <7711, BI/NT 2346 15 BOMIFEAL SIS A 70 e
HHE B LR RN E B2 e TTRRAE R, i8R B0 AR
(25450 ]
# o EWIH) 7 T RRAE Y 2048 75
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan -radio-1)# fragment-threshold 2048

4.2.2.17 ip-access-list

(74 ]
ip-access-list ip [mask]
no ip-access-list [ip [mask]]
K1
Portal 7 &
[ 42001
1. B

[

o=

)]
o
o

ip [mask]: IP Huhi-AIHERY, 20l Ll E 512 %
]
ip-access-list fiy4 FH >R N Portal Zhig IP 144 FAIHK .
no ip-access-list 174 F KM Bk Portal ThRE 1P (144 5a13, v LAMIRR 2k B A8 . 35

)]
B
[
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TR P MHERY, WIBMERAENIFNZR: AR AlFEE, WIMHER 450513 .
(25411

# W4 FRA test ff Portal 7811 IP /v 192.168.2.0 #5154 24 1) IP A4 #,

CommSky(config)# portal scheme test

CommSky(config-portal-test)# ip-access-list 192.168.2.0 24

4.2.2.18 portal scheme

(4]
portal scheme name
no portal scheme name

[HiFE ]
RGEME
[ 440]
1. EHR
[ =]
name: & 7E Portal HEAR 42 FK .
[#iR]
portal scheme 7 & F KB —> Portal £t , Jfi A Portal #L1&], % Al & 16
Ao

no portal scheme 4 F R MIBR T N Portal iR (75 MR A
[ 2541

# GIEE— NN test [ Portal A5 .

CommSky(config)# portal scheme test

CommSky(config-portal-test)#

4.2.2.19 preamble

[4]
preamble { long | short }
no preamble
(EUNED
WLAN-Radio #2111
QiR T D
1. EHY
[ %]
long: & & JAEHIA long FT-FH5 1M
short: 485 5E1L%A short 5% long 7S5 M .
[ ]
preamble iy 4 i SRAC B AP SCHRFF T S 19257,
no preamble 7y & H R Z ERUVIRES -
BURET, #S654 short 2841,
ARG A2 T B s SR a AR ) — 41 bit 17, B AT DAY b [R] 20 - HE 24 I S bR i)
Him. A AP long A short.

A
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#Fa CL apTIESFM

ZHeE HEETE 2.4G Radio A f#1E .

(25411
# BCE AP ¥ long A i,
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan -radio-1)# preamble long

4.2.2.20 protection-mode

(4]
protection-mode { cts-to-self | rts-cts }
no protection-mode

(PR ]
WLAN-Radio 2 47 K
[r 4401
1: &R
(%]
cts-to-self: CTS-to-Self /7.
rts-cts: RTS/CTS /7=
[H#iA]

protection-mode 74 FREC & 70 T TR IR 5 2, 24 AP g I AR A0 1 SEBR /N

LIy TR RS, KRR R 07 K
no protection-mode 7 4 F KK ERUCIRAS
FRUCIRZE T, 0 A TIBR 37757 08 CTS-to-Self .

(25451 ]
# BCE D R TIBRORG 7 0y CTS-to-Self.
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan -radio-1)# protection-mode cts-to-self

4.2.2.21 portal-scheme

(74 ]
portal-scheme name
no portal-scheme name
[HEIA ]
JIR 25 BEAR AL ]
[ 42001
1. B
[Z%#]
name: #8405 Portal #4455 o
[Hiid]
portal-scheme i 4> W ik 4552 Portal Btk 22470 IR 25 o

no portal-scheme 774> F R EUIE 24 7T AR %5 A5 i 1) Portal Zhi

[2441]
# LB MRS 1 A HFRA test 1 Portal A4 .
CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)# portal-scheme test
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4.2.2.22 max-power

[4]
max-power {auto|radio-power}

no max-power

}El
]@

WLAN-Radio ALK
4]
1: EHY
249 |
radio-power: AR KRR DI, FLEUE VG H E S0 AR o g .
auto: HENEFRAEMINE, BB RIE LRI 5 Sk B KA Th % .
]
max-power iy 4 FH SR I B 5 A0 1) B K AR S D)%
no max-power 4 F RIK S BRUCIRAS .
BUCRET, SPHERR IRy auto B,  SHA) BRI R ME D, (518
AP RS | BRI R R e R AR O, SRR A 802.11n SIS, IS4 S B K
ThZ&Fat e AR 5%
(25451 ]
#IC B I B KA R TIN5
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan -radio-1)# max-power 5

0
s

€iip:

[

4.2.2.23 mbss service-template

[4]
mbss service-template st_num wlan-bss bss_num

no mbss service-template st_num wlan-bss bss_num

g
]@

WLAN-Radio B2 DAL
/%Q)Eiﬁﬂl
TR

st num: WERSER S, BUETEE N 0~15.
bss-num: WLAN-BSS #: 145, BUEILE N 0~15,

mbss service-template fiy4 FH >R i 55 SRR BLSRT 21 24 1 19 WLAN 5 45452 1148 € 1
WLAN-BSS %1,
no mbss service-template i 4 FH I A B3 i 5

[ 24451 ]
# PR SSAEAR 1 B B AR 1 WLAN BSS1 #2171,

CommSky(config)#interface wlan-radio 1
CommSky(config-wlan-radio-1)# mbss service-template 1 wlan-bss 1
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4.2.2.24 radio-mode

(4]
radio-mode {dotllg | dotllign | dotlla | dotllan}
no radio-mode
]
WLAN-Radio # I &
[ a2 2]
1. EH
0
dotllg: F/nJLZk$% 1 TAEAE 2.4GHz (1) 802.11g 1% :\;

&

23

2

[

W
s

dotllgn: F/xo4k$E N TAELE 2.4GHz [#) 802.11gn 1.

dotlla: o~k N TAEAE 5GHz () 802.11a Fix;
dotllan: /s M TAFAE 5GHz [ 802.11an £ 3.
[ ]
radio-type 7iy% FHOREC B B A1
no radio-type #r & FHRIK B ERVVIRA
[ 2541
# i B 4% 11 WLAN-Radio 1 f{5F 43574y 802.11g.
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan-radio-1)# radio-mode dotllg

4.2.2.25 rssi-access

(74 ]
rssi-access {enable | disable}
[HLA]
WLAN-Radio 2 M1 &
[ 2200 ]
1. EH
[Z%#]

enable : HJERHNRE 58 P imiE N IEE
disable: J%PBRHNESS 5% i NIDRE .
[Hid]

#Fa CU TS F i

rssi-access iy & F R AL & A /55 A BR MR AS 5 & P b e NI 8E

(244511

# PR WLAN-Radio 1 T HIBRHIIRAF 5% 7 i d AT RE

CommSky(config)#interface wlan-radio 1
CommSky(config-wlan-radio-1)# rssi-access enable

4.2.2.26 rssi-access threshold

[4]

rssi-access threshold value
[P ]

WLAN-Radio 2 41L&
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(A 2400
1: EHY
[ &3]
value: BB RSSI HIIRME, JEF-127~-32.
[ ]
rssi-access threshold iy 4 F KL B IR HIRAS 5% 7 e A T RE R RI1E
[ 25451 ]

# B $2 11 WLAN-Radio 1 BB (S 5%/ 432\ 1 {E9-56..
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan-radio-1)# rssi-access threshold -56

4.2.2.27 rts-threshold

[ar2]
rts-threshold size
no rts-threshold
(LA ]
WLAN-Radio 2 11 &
[ a4 40]
1. EH
[ 4]
size: W& Jo H RTSCRIRIE KON BT Z R it (4 B2 T BRAE, B VG 2 0~23486,
RS
| €iipay |
rts-threshold 4 F K& 5 H RTS LA B EE SR A i 1 1T BRAR
no rts-threshold iy 4 FH SRR 2 BR IR .
BV, JH A RTS ML AT 2SR i 2 T 1 BRAE Y 2346 <775
R SEBR R T BOE T TRRIE RS, WA S S H RTS Hlil .
RTS (Request To Send, ZR&i%) H T 1Lk R it e s ik s . RTS
BRVRIENREFEGIRE, WE RTS [ TR 7 3 T AU .
WA IX NS EUERATEN, WS RTS SBAREME, HEEZHWE. H
RTS ARIATFHANE, FG0 M b WrElr 58 il S A5 stk .
[ 2541
# VB H RTS HLI BT Z R i i f MK B D 2046 7715
CommSky(config)#interface wlan-radio 1
CommSky(config-wlan-radio-1)# rts-threshold 2046

4.2.2.28 service

(4]
service {enable|disable}
]
Portal #1
[ 42001
1. B
]

[

=i
25

[

W
s
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T
[#ik]
service enable 74 kT2 Portal ThAE.
service disable iy 4 H >k 3¢ 4] Portal Zhg .
BURET, Portal BARA T R HIRE
(25451 ]
# IV 485 test [ Portal #i .
CommSky(config)# portal scheme test
CommSky(config-portal-test)# service enable

4.2.2.29 service-template

(4]
service-template {enable|disable}
[ ]
JIR 25 BEAR AR ]
[ 2200 ]
1: EEH
[Z¥#]
T
[Hiid]
service-template enable iy FH>RITJE AR S5 A5 Cln SR bt fic B AN 58 B ml A rh R,
VAN=PN GNP
service-template disable 4 FH >k 9% P AR 55 154
BURE T, MRS T I EARES
(25450 ]
# JT R IRSTARAR 1.
CommSky(config)# dotl11 service-template 1
CommSky(config-dot11-st-1)# service-template enable

4.2.2.30 show wifi-bcast

[#4]

show wifi-bcast
(EUNED

A
[ 2401

0: Vil

[Fik ]
show wifi-bcast i SR & F A SH0% DR Rk oOE M RAE B
[2441]
# 7 FIT A SR VB )RR OO AR AR SRS B
CommSky(config)# show wifi-bcast
Radio 0 broadcast packet ratelimit function disable
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Radio 1 broadcast packet ratelimit function enable

cir: 10 cbs: 30 accept: 4589 drop: 0
7 2-3 show wifi-bcast iy 4 i 5 B R %
FB i3

Radio 0 broadcast packet ratelimit function disable | ‘&7 5454 U 3 ) #&R ST AL Th g
Radio 1 broadcast packet ratelimit function enable | RS

cir: 10 W E TRIE 2R
chs: 30 BE R
accept: 4589 FERZ AR CHL
drop: 0 FRETX S &

4.2.2.31 show wlan client

(4]
show wlan client [wlan-radio radio-number | wlan-bss bss-number ]
[ ]
R
[ 2200 ]
0: Vil
[Z¥#]

radio-number: 42 45 & FHIEE R TELR P i o
bss-number: E#:2$E % BSS I ICL % 7 Y o
[H#iiA]
show wlan client iy 4 F >R 2 5 4 82 21 45 € I Az N 5 2 BSS WA B L4 % i

=
ﬁulnc

(25450 ]
#10 RERE 3 wlan-radio 0 [ TCLR % 7 b B4 B .
CommSky(config)# show wlan client wlan-radio 0
WLAN radio 0 information:
Radio mode: gn
RTS threshold: 2346 fragment threshold: 2346
Current channel: 6
Current TxPower: 27(dBm)
BSS count: 1
WLAN BSS 0 information:
PVID: 1
Port link-type: access
Tagged VLAN ID : none
Untagged VLAN ID : 1
Attach to radio 0
Running mode: AP
SSID: test_2.4G
Authentication: WPA2
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Bit rate: 144.4 Mb/s

MAC address: 34:CD:6D:01:11:10

Station list (count = 1):

#Fa CL apTIESFM

MAC IP  Uptime AIDRSSI PSMode Idle TxRate RxRate Cipher
38:BC:1A:B5:7D:89  172.20.60.230 00:00:19 1 -50 Sleep 0s
66M 29M  AES CCM
% 2-4 show wlan client iy 4 &~ 15 B AR
FB i3
WLAN radio 0 information WLAN radio 0 #2115 &
Radio mode Radio fx{
;;I;ls(sthreshold: 2346 fragment threshold: RTS KFF TR 2346, il 1M {4 2346
Current channel LS E
Current TxPower METR ST TR

BSS count

465 BSS K% &

WLAN BSS 1 information

WLAN BSS 1 2 &

PVID

WLAN-BSS 11/ PVID

Port link-type
Tagged VLANID
Untagged VLAN ID

WLAN-BSS )4 127

WLAN-BSS $22 [ [ i 2 25 7

® trunk Trunk &7

® access Access 7Y

WLAN-BSS #% N 7E % 8 %€ 1 VLAN R ST H
%8 VLAN Tag

WLAN-BSS 4 M 7E#% 8 %€ 1 VLAN i ST K
245 VLAN Tag

Attach to radio 0

BSS 4} %€ {E radio O

Running mode BSS ZfsE I
SSID i 55 Gebm il
Authentication RIH =

Bit rate [N EpEES

MAC address WA MAC Hihtk
Station list (count = 1) B P A

MAC %% 7 i e ) MAC Mk
IP 7 ) g 1P iUk
Uptime B g IR H B AT R
AID QSRR A
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RSSI BUE 5 19 B
Idle N E K
Tx Rate Rk
Rx Rate RS
Cipher hn# 77 50

4.2.2.32 show portal-scheme

[%]
show portal-scheme [name [authed-sta-list | ip-access-list]]
[ ]
R
[ 3 2205 1
0: Vil
[Z¥#]
name: Portal #5424 B
authed-sta-list: 7~ EIEE &0 513215 &
ip-access-list: Er IP A4 ARG R
[ ]
show portal-scheme 74 2. 7x Portal FEAR A <15 B o
BRI portal B FEA(S R, authed-sta-list s AIE@E T )& 555 215 R,
ip-access-list {7 ip F 4 5 RAE S
[ 2541
# {7~ Portal FEARIPAH OGS B
CommSky(config)# show portal-scheme
Total 1 valid scheme

name:test
enable:0 ,scheme_index:2
bind interfaces:
none

auth_ip :
wechat_auth_ip :
portal_url_host:http://172.20.20.230/test
domain_access_set: test
auth_client_agedtime: 600 sec
auth_client_count: 0
ip access list sum count: 2

cidr(24) has ip num: 2

2% 2-5 show portal-scheme #ir 4 Eon (s Btk %

FEB iR
Total 1 valid scheme Portal #5455k
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#Fa CL apTIESFM

name Portal #Hk 44 Fr
Portal #4275 18 B
enable ® 0 fUEzE

® 1 fUEMERE

scheme_index

Portal bR 1195

bind interfaces

Portal #4752 114 I

auth_ip

Portal A L IP ik

wechat_auth_ip

Portal FAR S AE IP Huhl:

portal_url_host

Portal # ik 2 52 [A] 1) URL Mkt

domain_access_set

Portal FAR ] H 3844 [ 44

auth_client_agedtime

ik I e 2 AL TH]

auth_client_count

JHIL1Z Portal #iA &%) Client =

ip access list sum count

IP 44 AR L

cidr(24) has ip num 2

SRS (CIDR) R IP A4 A%
o

# WINKFRON test 1Y) Portal AR 1) 1P 4 H5FRAE S

CommSky(config-portal-test)# show portal-scheme test ip-access-list

ip-access-list num: 3
id ip-access-list
1 192.168.4.0/24
2 192.168.3.0/24
3 192.168.2.0/32

% 2-6 show portal-scheme ip-access-list #iy 4 &7~ 5 B iR F
FR 5%
ip-access-list num Portal FEAR 1P [ 44 5 1 2 5L
id Portal £4) IP 144 B.[¥) ID
ip-access-list Portal Bt IP 44 5.1 1P FIHEAY

# SLoRAFRA test 1) Portal BAR IR I () 2405 51 A5 8
CommSky(config-portal-test)# show portal-scheme test ip-access-list

authed-sta-list num: 1

id
1

MAC address
B4:B6:76:3B:23:2E

remain-time inactime
44 sec 9 sec

%% 2-7 show portal-scheme ip-access-list 74 .7~ 15 S iA R

=224

ik

authed-sta-list num

Portal #4 B DA IEIE 1 75 - i ) sl 4
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id Portal AR TEIE I (195 7 4 1) 1D

MAC address Portal FH A IEIE IS 1) %5 )7 S ) MAC ik
remain-time Portal FEHR IAIEIE I %5 7 B DA IR TR % IR
inactime Portal AR A GIEIE I 1% 7 i PR BR A

4.2.2.33 short-gi enable

[ar<]

short-gi {enable|disable}
[HLA]

WLAN-Radio 2 11 &
[ 2200 ]

1. EH
[Z¥#]

y
[ ]

short-gi enable 74 FH>KJF 5 Short GI ZhfE .
short-gi enable 74 F1 >k 5¢ 14 Short GI Zfg.
BRUCIRZE T, Short GI ZHAEAL T IF R A

(25611
# K] Short GI 51k

CommSky(config)# interface wlan-radio 1
CommSky(config-wlan-radio-1)# short-gi disable

4.2.2.34 ssid

[a4]

ssid ssid-name
(EUNED

e 55 A AR AL 1]
[ @420 ]

1: EHY
[Z#]

ssid-name: W& SSID HILFR, N 1~32 NEMFHIEMG S, Al EFEE, ek

Tz, X KAhE.
[t ]

ssid T & FH >R & 21T BSS ) SSID.

SSID 4 PR L1 & AT E—
(%5450 ]

# IRSSHRR 1 ¥ SSID A firstfloor.

CommSky(config)# dotl1 service-template 1

CommSky(config-dot11-st-1)# ssid firstfloor
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4.2.2.35 url

[4]
url url
[#LE ]
Portal 4% &
nn N4 Q&ﬁ“
. EHL
(%%%zl
url:  Portal IERZS 48 URL, #%XC8 “httpi/l...” , 1~128 NFRFIF1RFH
[Hii4]
url #y4 K% & Portal Zhfg E % 411 URL k.
(25411
# HLE PR test 1 Portal BLAR Y URL A http://172.20.20.251/test/
CommSky(config)# portal scheme test
CommSky(config-portal-test)# url http://172.20.20.251/test/

4.2.2.36 wlan country-code

[4]
wlan country-code {US|CN}
no wlan country-code

g
FE

%%ﬁ@
ek 73'“
it

US: wE FEZRIE Nz,
CN: WEEZFENFHE.,

wlan country-code 74 FH >k 15 B B 504 .
no wlan country-code 4 FH K 5 B 500 N EAE 1H -
BRETEOLT, EZKS )N CN.
4 Ui
o HZZ AU HRE T IS S EME, ReEg . (S8 055E . ERE AP 2T, WAk
ity %) v L 1 X RT HB [X A
o U E SR I, B S WA A REAE AR
[ 25451 ]
# WE E X NEE.
CommSky(config)# wlan country-code US

4.2.2.37 _blackip

[ 4]
_blackip authip [wechatip]
(PR ]
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Portal it ]

[ 22 ]

1. EHL
%]
authip:  Portal #§5€ IP Hiuht;
wechatip: {5 157E IP Hulik.
]
_blackip fir4 K& B R 2 1 1P Huhk, FISkFE7R Portal INIEBESE .
B, iR ar 4, show running-config 1 IF AR E/RECE, tab 5?2 AE Ry

4

(2541 ]
# LB RN test 1) Portal B2 ¥ Portal 1)k 1P 24 192.168.5.10,
CommSky(config)# portal scheme test
CommSky(config-portal-test)# _blackip 192.168.5.10

4.2.3 WLAN Z464

[

W

€l

[

4.2.3.1 absolute

(4]
absolute { start hh mm day month year [end hh mm day month year] | end hh mm day

month year }

no absolute
(PR ]

Time-range #1 ]
[ a4 20 ]

1: EHL
[Z#(]

hh: W&/, BUETEHE 0~23;
mm: WE B, BUEEE 0~59;
day: WHEH, BUEIEHE 1~31, (H27FZFFHPNE)H B RBOHX R
month: &&E H, HBUETEHE 1~12;
year: BB, HUEVIME 2015~2035.
[HiiA]
absolute iy 4 FH RIS INZE XTI [0 B, 1 AN BRI S 1 5%
A 25 1] Dy s of IsF 1) B 5 e B ] B AR A2 4
26 0] 15T 1] AN T 2 BRI 9 AT I 1)
(%5450 ]
# test F RS 1) B 15 B 4R 1]y 2015-9-15 14:20 %] 2015-10-15 14:20 [ 445} i a] B2
CommSky(config)# time-range test
CommSky(config-time-range-test)# absolute start 14 20 15 9 2015 end 14 20 15 10 2015

4.2.3.2 authentication

(4]

authentication {open | shared|wpa-pskjwpa2-psk}
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no authentication

]WE

[
B&%%—:wm&
i 22 ]
1: &P
49|
open: fFHEH I EUINIE;
shared: A g3k BEHIE;
wpa-psk: 1 fE WPA-PSK AiE;
wpa2-psk: {FHE WPA2-PSK Al .
[#i4]
authentication fir4 H SR+ 802.11 #H7E W IAIETT s
no authentication iy 4 kK & ZRVCIRES
BIRAE T, 84 open AiiET7 Ko
(25411
# AL RETTTBGEUE,
CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)# authentication open

0
s

4.2.3.3 authentication mac-acl

[4]
authentication mac-acl name
no authentication mac-acl
(EUNED
e 55 A AR AL 1
[ a4 40]
1: HHL
[ %]
name: AUTH-MAC-ACL #itR 44 #k
[k ]
% F} AUTH-MAC-ACL FH o
BAEN T, & AUTH-MAC-ACL WA .

[ 25451 ]
# RIS A test ) AUTH-MAC-ACL 54K .
CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)# authentication mac-acl test

4.2.3.4 cipher

(4]
cipher {wep40|wepl104|tkip |ccmp|ccmp-tkip}
no cipher
M ]
JIR 55 ARARCHE P&

g il |
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1. EHL
[ 4]

wep40: i it WEP40 Jins &4+,

wepl104: {#fE WEP104 I &4,

tkip: At TKIP & &1k,

ccmp: f#fig CCMP s &4

ccmp-tkip: A& CCMP/TKIP hn#s &4t
[k ]

cipher 74 F SR G B 7 WUhn 25 58 FH B s &4

no cipher 74 HRIKE ERURES .

BRURAE T, AEEARAT I EAT
(25411

# B wepdo N E4F,

CommSky(config)# dotl1 service-template 1

CommSky(config-dot11-st-1)# cipher wep40

4.2.3.5 dot11 authentication mac-acl

[a4]
dotl1l authentication mac-acl name
no dotll authentication mac-acl name
(PR ]
REGME
[ @420 ]
1: ERR
[Z#(]
name: AUTH-MAC-ACL Hiti 44 #5 .
[k ]
dot11 authentication mac-acl /& —> AUTH-MAC-ACL #itk, H#EA
AUTH-MAC-ACL ML, &% nl s 16 1.
no dot11 authentication mac-acl ik ACL fitk . (75 ZfRERN D
[ 25451 ]
# fIl7 test ) AUTH-MAC-ACL #iH
CommSky(config)# dot11 authentication mac-acl test
CommSky(config-acl-test)#

4.2.3.6 gtk-lifetime enable

(4]
gtk-lifetime {enable|disable}
(AL ]
J 55 ARARCRE P
40
1. EHEH
(4]
p
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[#ii4]
gtk-lifetime enable #r & HoKR I B R ¥F GTK B H.
gtk-lifetime disable iy 4 F K25 1 GTK B #7.
BURET, 251k GTK BEH i Ihfe.

(25451 ]
# 251 GTK B,
CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)# gtk-lifetime disable

4.2.3.7 gtk-lifetime

(4]
gtk-lifetime time
no gtk-lifetime
[ ]
JIR 25 BEAR AR ]
[ 2200 ]
1: EEH
[Z¥#]
time: fi5E AT IH], HBUETEHEDY 600~604800, AR,
[Hiid]
gtk-lifetime iy & R CE GTK WA AEIT [H]
no gtk-lifetime iy % FSRIKE GTK I AEAF I 8] 9Bk 1E .
BRETEILT, GTK BAAFI [A] /2 8640 7).
(25450 ]
# WH GTK HAAFIN [H] 2y 86400 5.
CommSky(config)# dotl11 service-template 1
CommSky(config-dotl11-st-1)# ptk-lifetime 86400

4.2.3.8 mac-list

[a4]
mac-list {add|del} mac-address
[HLE ]
ACL LI
QiR T D
1. EHE
[Z#]
add mac-address: 31 MAC 5113, #20R XXXXXXXXXX XX, HRANECN 128;
del mac-address: & MAC, #3 A XXXXXXXXXX XX
[#ik]
mac-list #7414 N sl i mac #113& .
BAENT, JE mac list.
[ 25451 ]
# fEAFRN test ) AUTH-MAC-ACL 5t s il 34:CD:6D:03:83:30 1] MAC Hidik,
CommSky(config-acl-test)# mac-list add 34.CD:6D:03:83:30
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4.2.3.9 periodic

[4]
periodic day-of-week hh mm to [day-of-week] hh mm
no periodic day-of-week hh mm to [day-of-week] hh mm

}El
]@

T|me range i &
i 22 ]
1: &P
1
day-of-week: fZ¢ A2 R4 1 TR B L TAE H
PN A CIE TN N W
o fa 52 H WA H 2 75 7 Sunday . Monday . Tuesday . Wednesday . Thursday
Friday 1 Saturday) &7 il H 2| &S5 —K;
« TA/EH (weekdays) : Fom MR —F& i,
B H (weekend) : FRE N H;
JH (daily) : For— LR,
hh: &E /NS, BUETER 0~23;
mm: BE B, HUE Il 0~59.
(4]
periodic -4 KA & I E) B, ok ml S RF 16 4%
Pics B 2 ) S T o0 20 22 L 45 TR 1R B )
Z oI B AR DA EA T T4 .

A
daily AN 7 4B E . weekdays 5 weekend #1724 %.
[ 25451 ]
# test BN W) B s BT AR A) Jy&E H 8:30 21 18:30 HY & I [A) B .
CommSky(config)# time-range test
CommSky(config-time-range-test)# periodic daily 8 30 to 18 30

0
s

4.2.3.10 pmf

[4]
pmf {optional|mandatory}
no pmf

EE

[#
B&Kﬁ'ﬁﬁ?‘%@
A2 73'“
P 2%

optional: f##¢ 802.11w MFP I} ¢
mandatory: ZRZ P AR 802.11w MFP IR

pmf iy 4 H K IEC B A g 802.11w MFP Tjfg
no pmf 4 HUiH 802.11w MFP IjjfE
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BUIRAE N, KM 802.11w MFP k.
(25411

# Tt B 68 802.11w MFP ZhfE.

CommSky(config)# dotl1 service-template 1

CommSky(config-dot11-st-1)# pmf optional

4.2.3.11 policy

(4]
policy {permit|deny}
[#LE ]
ACL LK
Q3D
1: HRER
[ 4]
permit: &4 4 R
deny: EFFHEA A,
(4]
policy 4 H#35E AUTH-MAC-ACL FERR (RN
(25451 ]
# 48 5E test [ AUTH-MAC-ACL AR FLINA 1 44 5
CommSky(config)# dot11 authentication mac-acl test
CommSky(config-acl-test)# policy permit

4.2.3.12 pre-shared-key

[ar2]
pre-shared-key {simple|cipher} {passphase | hex} key
[HLA]
JIR 55 BEAR AR ]
[ 2200 ]
1: BRI
[Z4]
simple key: X/ EUISCESH, HEBEPRKUPISCE R Hrb, SFHHUE G EIL
FHEPIRIA R, X RNE,
cipher key: TR B % CEH, HEWE S SR, Hi,
BFREPIRAA R, KO RINE,
passphase : HCE passphrase ZEI. # A& 4w MF R AR B AE NEH, %8
(BB VI A 8~63 AN FRF I 47 5
hex: BCHE hex ZLIi. hex Jy 16 HEHIAIIE, B HIRIHUEIEHE Dy 64 {7 16 L] 747 .
key: XEHH.
[Hiid]
pre-shared-key iy 4 H >R & WPA/WPA2 1% 4.
UK T, AEBEAEATE .
(%5450 ]
#1C B % P10y 12345678

B

S A U VG B A i
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CommSky(config)# dot11 service-template 1
CommSky(config-wlan-st-1)# pre-shared-key simple passphase 12345678

4.2.3.13 ptk-lifetime enable

(4]
ptk-lifetime {enable|disable}
[HLA]
JR 55 BEAR AR ]
[ 4201
1. BEH
0
p
]
ptk-lifetime enable 7 4 H KX B R VF PTK 33T,
ptk-lifetime disable v & K 2E 1 PTK 5 3.
BRURET, 221k PTK HEHTRE.
(25450 ]
# {fi5e PTK 55T,
CommSky(config)# dotl11 service-template 1
CommSky(config-dot11-st-1)# ptk-lifetime enable

2

0
g

[

B

4.2.3.14 ptk-lifetime

(74 ]
ptk-lifetime time
no ptk-lifetime

[HLA]
e 55 ASAR AL 1]
[ a4 4]
1: BRI
[ 4]
time: 55 AAEITIH], HUETEH Ny 300~604800, AL,
[#i4]
ptk-lifetime iy 4 K% & PTK (Pairwise Transient Key, FGHIGES %81 1A LER
] 6

no ptk-lifetime iy & H R E PTK IAEAFIT (B 9 R E -
AT, PTK HIZEFFIR (A /& 3600 5.

(%5450 ]
# W PTK HZEAFIN ]y 86400 75
CommSky(config)# dotl11 service-template 1
CommSky(config-dot11-st-1)# ptk-lifetime 86400

4.2.3.15 radius-scheme
[ 4]

radius-scheme scheme
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no radius-scheme

[ ]
ke 45 1A AL
[ &% 77'“
etk
(%%iﬁl
scheme: %57 Radius-scheme &%, N 1~16 NMEFMFFERH, KXo KNE,
[ 54 ]
radius-scheme 4 2k 5 FHI % 37 (1) Radius-scheme 75 %, W 4isetlad, A4 a L5 H
B

no ptk-lifetime 74 H K MHIBR % B Radius-scheme 77 Z 1151 H .
BRETENL T, A5 HEAMT Radius-scheme 757 %

(25411
# M5 3 5l 77 %644 04 radiusl BT .
CommSky(config-dot11-st-3)# radius-scheme radiusl

4.2.3.16 ssid-alive time-range

( i< ]
ssid-alive time-range name
no ssid-alive time-range
[HLA]
JIR 25 BEAR AR ]
[ 42001
R

name: I [EJBLAFR, FAARERR BB AHMA 32 DTF4F

ssid-alive time-range #ir 4 F>KACE SSID _F I B AR AR -
no ssid-alive time-range 774 F KM% SSID _E P BeAsihi -
2y WA AE BT B AT LA [ 9 2%
B EILT, JC SSID _E R Bz .

[ 2545

#IR SRR 1 rh i SRR A4 D test RIS TA) B AR o
CommSky(config-dot11-st-1)# ssid-alive time-range test

4.2.3.17 time-range

[4]
time-range name
no time-range name
[HLA]
ARG
[ 42001
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1. HHL
[ 4]

name: INfIAJBREAR A TR, T A7 B PR il d KA 32 455 o
[#i4]

time-range fiv4 F RO — NI (A BE,  3E time-range ML, &2 A% 16 1.
no time-range MHIBRINH[A] BAsims . (F5EEARFR D
(25411
# A — AR test (I 8] BESAR -
CommSky(config)# time-range test
CommSky(config-time-range-test)#

4.2.3.18 wep key-index
[ar2]
wep key-index {key_num} {wep40jwep104} {simple|cipher} {passphrase|hex} key
[ ]
JIR 25 AR ]
[ a4 40]
1: EEH
[Z¥#]
key-index: #EHZREGMAWIT:
1: BCEZE—> WEP SE%H.
wep40: & WEP40 % 4% i,
wepl104: W E WEP104 %541k I
simple: FoRBCEYCEY], HEYIKRLUISCER, Hrh, SYIRBUE TG R R
WEHSHH R, Ko RINE,
cipher: F/RWEZE CHY, HEPRKLLE R R Hrr, BP0 U 0 AL £
WEHSHH R, Ko RINE,
passphase : HCE passphrase #Elil. {4 AL & E A A AR FAAF AR AE . Wk
i1 WEP40, #8104 5 NPT H 77 W R{EH WEP104, #9108 13 M F4FH)
TR
hex: HCE hex i1, hex Jy 16 Hfil L. WilRAliF WEP40, #4H7y 10 fi7 16 i
H% anSfAEH WEP104, #5%H M 26 £7 16 2l 51
key: WEEH. AFRAEEANKENT:
® X1 wep40 passphrase, AR 5 NERFRIFRH
X F wepl04 passphrase, %42 13 NFRFHIFRH
X wep40 hex, #EH72& 10 /> 16 i Hil4L.
X wepl04 hex, #EAE 26 4~ 16 il 4.

[Fik ]
wep key-index 74 FH>KHC B WEP %41,
BUIREET, AR
[2441]
#ITC B %)y 12345
CommSky(config)# dotl1 service-template 1
CommSky(config-dot11-st-1)# wep key-index 1 wep40 simple passphrase 12345
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4.2.4 WLAN RRM 54

4.2.4.1 band-steering

(4]
band-steering {enable | disable}
[HEIA ]
RRM 1[4
[n 240
1: EHR

pmt

enable: JF a4 S AT
disable: <PISE FRATIIEE

band-steering 774 H KI5 / R FAEE S AT D e -
BB T, S SATDIREAL T R AR .

[ 2541
% ISt SR AE
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# band-steering enable

4.2.4.2 band-steering stations aging

(74 ]
band-steering stations aging value
no band-steering stations aging
[HEIA ]
RRM #L K]
[ 2200 ]
1. B
[Z%#]
value: 7 )7 {5 BB AL ], BUETEEDY 300~604800, HALNED.
[HiiA]
band-steering stations aging iy 4 F SR AL B 2 F w5 2 A TA]
no band-steering stations aging 4 KK 2 B T .
BRAATHOLY, 2 s S B Z A )0 3600 75
(%5450 ]
# e E R s S A E A ALY 500 A
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# band-steering stations aging 500

4.2.4.3 band-steering stations try-times

(4]
band-steering stations try-times {value|infinite}

(R ]
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RRM #1 &
[ 22 ]
1. EHR

value: W4 2.4GHz & F i S BeiE SK i B ok, BUEYEE N 1~100,
infinite: ¥ & — B A4 2.4GHz & P i e BEE R

[#ii4]
band-steering stations try-times i & H oK AC B #1544 2.4GHz 75 F i SR IE 2K 1
TPV A

no band-steering stations try-times -4 FH KK &2 B4 17510 -

BRI, WAIEL 2.4GHz % 7 o KIS K BIRECH infinite.
(25410 ]

# HCE BRI 2.4GHZ 7 )7 i R kT SR A B R IRECN 5.

CommSky(config)# dot11 rrm

CommSky(config-dot11-rrm)# band-steering stations try-times 5

4.2.4.4 band-steering suppress

(4]
band-steering suppress {enable | disable}

[ ]
RRM #L K]

[ 4201
1. B

[Z%]
enable: J/5 31 H 3| Thag;
disable: <M1/l H 3hHI LhfE o

[HiiA]
band-steering 774 H kI8 / < S4B sh#N ] i Ee -
BRETEOLT, LA S HI DR AL TR APIRES o
OB AU REN, ADIREA AL

(25450 ]
# JTE SN E sh il Thae .
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# band-steering enable
CommSky(config-dot11-rrm)# band-steering suppress enable

4.2.4.5 dotll arp-optimize

(4]
dotll1 arp-optimize {enable|disable}
(AL ]
RRM #i[#]
QS D|
1. L
(4]
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enable: JF /3 G4k ARP AL IIRE
disable: J%MHTZk ARP ik IhfE.
[#iiA]
dotl11 arp-optimize 74 HRITJE/KIATL ARP AL DRE.
AL, Tok ARP fRALIIRE AL TR R ES o
(25411
# JFJE Lk ARP f1LIhAE .
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# dot1l arp-optimize enable

4.2.4.6 dotl1 arp-optimize policy

(4]
dotll arp-optimize policy broadcast-to-unicast
[ ]
RRM #i[#]
[ 2200 ]
1. B
[Z¥#]
T
[Hiid]
dotll arp-optimize policy fiy4& FRiEHTC L ARP LA FIFIN, B R SR # 5%
Lk
(25450 ]
# IR ARP DAL RN g 3l gk
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# dotl1l arp-optimize policy broadcast-to-unicast

4.2.4.7 band-steering suppress threshold

[ar2]
band-steering suppress threshold value
[HLE ]
RRM #L K]
[ a4 20 ]
1. EHLK
[ 4]
value: & P iE e ZE T TR, B value=>5GHz S 40 F i (1) 5 & — 2. 4GHz S5
R, BUETEE N 5~100, A ZETTR )Y 40,
[#iiA]
band-steering suppress threshold g4 F >R BC & 4t 5 sh i 1) 57 23545 1T TR -
no band-steering suppress threshold iy 4 F KWk & 64 1E
BRAATEOLT, iG-S S0 E S 6] ZhEE o< A .
[ 2441
# MCE w2 A TR 50.
CommSky(config)# dotll rrm

66



CommSky #Fa CU TS F i

CommSky(config-dot11-rrm)# band-steering suppress threshold 50
CommSky(config-dot11-rrm)# band-steering suppress enable

4.2.4.8 dotll rrm

(4]
dotll rrm
[HLA]
RGN
[ 2200 ]
1. B
49|
y
]
dotll rrm iy & F kit X RRM CHRHTIFJREHD) MA.
EAZAER, F A LA T WLAN S50 58 IS B 1 A OC L &
(2540 ]
# 3N\ RRM MK
CommSky(config)# dotll rrm
CommSky(config-dotl1-rrm)#

3

o
£

[

=

4.2.4.9 dotlla
(4]
dotlla {disabled-rate|basic-rate|supported-rate} rate-value
no dotlla {disabled-rate|basic-rate|supported-rate}
[HLA]
RRM #L K]
[ 2200 ]
1. EHLK
[Z%#]
disabled-rate: 2% fHi#E %,
basic-rate: FEAERK
supported-rate: ¥ EF#ZK,
rate-value: AJIEFFAIHHTERUIT: 6,9, 12, 18, 24, 36, 48, 54 (7] LLik & Fi K,
HARZEHH S 7 RIS

[ ]
dotlla T4 FIRECE “802.11a” #E T IS4 R,
no dotlla FRIKE ERVVIRAS (JE#: no dotlla basic-rate, no dotlla supported-rate
W& ¥ basic-rate, supported-rate Pk &2 AERIAMME . no dotlla disabled-rate %
basic-rate, supported-rate, disabled-rate 73 51K 5 NERINED
BINRET,
o BERIHEZE: o
o FEAHE: 6, 12, 24;
o CHEHZ: 9, 18, 36, 48, 54.
7 Ui
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® 1 47T Radio T/EFE 802.11a 8% 3% 802.11a/n #ixRT, 1ZAC B 7 HI4E % 5] Radio
TAERE R #: 51 802.11a 5L 802.11a/n A RN AL & A AEAE L.

® R Client A SZREIEABR P AT A ER, N client ToikRBEE] AP, B 40 € 1E1%
Radio [ Bss 43 71 7F A 12 FHMT L 4 i iy AR 2 47 it s 35 FH S8 AR 3 28 v i /0N ) B A0 R
AT RI%

® LR RMNMAURFEE D — AT SR B R

(25411
#ICE 802.11a BN AIE % (ZEAE A 12; CRFdEZ: 6, 18)
CommSky(config)# dotll rrm
CommSky(config-dotl1-rrm)# dotlla disabled-rate 12
CommSky(config-dot11-rrm)# dotlla supported-rate 6,18

4.2.4.10 dotllg

( i< ]
dotllg {disabled-rate|basic-rate|supported-rate} rate-value
no dotllg {disabled-rate|basic-rate|supported-rate}
[ ]
RRM #L K]
[ 42001
1. EHL
[Z¥#]
disabled-rate: X%,
basic-rate: FEAERK
supported-rate: ¥ EF#ZK,
rate-value: nJ W B ISAIERIIR: 1,2,55,11,6,9, 12, 18, 24, 36, 48, 54 (W] LAk
ZIEAR, WRZEHH S 7 RIS
€

r;lr;
[~

dot11g T4 SRR B <802, 11 g 45 20F [ S A =%
no dot1lg AR E ERVVIRAS (3£ : no dotllg basic-rate, no dotllg supported-rate
H &5 5Pk basic-rate, supported-rate k& AERIA{E . no dotllg disabled-rate
baS|c rate, supported-rate, disabled-rate 73 VK & NERINE)
BUIRE T,
o BERIHAE:
o BEAHER: 1, 2, 55, 11;
o WFHEFK: 6, 9, 12, 18, 24, 36, 48, 54.
L Y
U5 2417 Radio T/E7E 802.11g 5% 802.11g/n iz}, %M & S B4 %%, 75 ] Radio
TAERE R P13 802.11g 5 ¥ 802.11g/n #53H Fit & 4 e AE 2%
® R Client ASZIFHAR R PRI PTAEE, N client TTIEKERE] AP. TSR EE 1%
Radio ] Bss 2 1 7E & 325 55 BT . 47 i il 01 ZEL A7 o st e P 35 A 338 53 o B /)N FE) B Ao o
BT RI% .
® LR R NINIE R R D — MZA AR SRR RS A R
[ 25451 ]

68



CommSky W EE CU s d1TIE S+

# MLE 802. 11g BA MM A A (M. 2,36; HEAME: 5411 .
CommSky(config)# dotll rrm

CommSky(config-dot11-rrm)# dotllg disabled-rate 2,36
CommSky(config-dot11-rrm)# dotllg supported-rate 54,11

4.2.4.11 dotl1n basic max-mcs

[4]
dot1ln basic max-mcs index
no dotlln basic max-mcs
K]
RRM 1 &
[ 4200 ]
1. B
[Z#]
index: #57E 802.11n 3 #F MCS £ Kk MCS &% 5l, BUETEHEAN 0~ K MCS &
51, W&MH K MCS Z51{E N 15,

[

=

)

dotl11n basic max-mcs 4 H T & 802.11n JE A MCS # R4 iz Kk MCS ‘& 5] {H .
no dot11n basic max-mcs F KK 2 BRUIRE
BRURE T, FEA MCS ERIRGIH 0.
VARl
SEBRAC B %, R4 Radio SCEFRIZS AR E
[E I Z Ay 42 A 7E dotlin-only JF 8 I 4 424 7E dotlln-only FFJE i, Client D520 S FFEC
B AR MCS R T R A4 BECHR | AP,
[ 25451 ]
# ML 802.11n HyHE:A MCS R KE 51N 8.
CommSky(config)# dotll rrm
CommSky(config-dotl1-rrm)# dotlln basic max-mcs 8

4.2.4.12 dot11n supported max-mcs

[4]
dotlln supported max-mcs index
no dotlln supported max-mcs

index: F85E 802.11n 32 #F MCS 41 K MCS & 5], BUETELHEI N 0~ Kk MCS &
5], #&MR K MCS Z51{E A 15.

dot11n support max-mcs 4 F KA & 802.11n SZFF MCS &E/IH: K MCS 5] .

no dot11n support max-mcs i 4 K E BRIRE .
BRUCIRE T, B4 FF MCS #1950k MCS Z51{H R 15.
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7 Ui
FZa 4R ERH K MCS Z5| AN/ T dotlin basic max-mcs 4 & FE A MCS
LR KEGME.
(25451 ]
# FLE 802.11n BISCHF MCS S K% 514 10,
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# dotlln supported max-mcs 10

4.2.4.13 rate-optimize

(4]

rate-optimize {enable|disable}
[ ]

RRM #i[#]
[ 42001

1. B
[Z¥#]

enable: A ERMALIIEE;

disable: JCHIEFMALTIRE.
[Hiid]

rate-optimize & HKITE /K HEFEIADIRE
7 Ui

AP1000 A1 AP2000 % %% ERIA I R AR TN BE, AP35/AP36/AP39 15 4 BRI J5 AR
e .
[ 2541
# RMEEAATIRE -
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# rate-optimize disable

4.2.4.14 show arp-optimize

(74 ]

show arp-optimize
[HEIA ]

S
[ 42001

0: Vil

[Hiid]
show arp-optimize iy 4 F K E7RTELZE ARP MR AL A A5 B o
[2441]
# L RTGZk ARP ARAL B OGS B .
CommSky(config)# show arp-optimize
Wireless ARP optimize function enable
Total 1 items
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MAC address IP address interface
28:5a:eb:eh:37:28 192.168.1.110 WLAN-BSS1
7 2-8 show arp-optimize 4 Zn(s Bfliid %R
FE iR
Wireless ARP optimize function enable WRTELE ARP L2 A
Total 1 items (R EAIDE-IRE 0P SE
MAC address % ity MAC Hihik
IP address & iy 1P Mk
interface % P v ) HH A 1

4.2.4.15 show band-steering

(4]
show band-steering
[HLE ]
R
Q37D
0: Uik
[ 4]
.
(4]
show band-steering iy 4 H >R s R 4t Y4 AT AT T AT 5 B 4 0m 15 S .
(25411
# R RS ETHNE PR A RS R
CommSky(config)# show band-steering
unit of last_recv/first_recv: seconds ago
MAC-address 2G-cap 5G-cap last-recv first-recv probe-count assoc-count
AO0:A8:CD:A9:F3:8A Yes No 233 233 0 0

3C:77:E6:0A:C0:B7 Yes No 219 219 0 0

38:BC:1A:B5:7D:89 Yes No 217 217 0 0

D0:53:49:F5:54:AA Yes No 214 215 0 0
08:57:00:38:AA:3B Yes No 214 214 0 0
84:38:38:55:ED:F0 Yes No 212 212 0 0
5C:93:A2:F1.2A:0A Yes No 203 204 0 0
AC:B5:7D:79:1F:18 Yes No 203 203 0 0
00:22:3F:E1.AF:28 Yes No 202 218 0 0
00:1E:2A:D1:E3:D2 Yes No 202 218 0 0
B4:18:D1:97:9F:50 Yes No 201 203 0 0
00:F7:6F:C0:0A:D6 Yes No 191 191 0 0
84:7A:88:8F:39:77 Yes No 190 190 0 0

Total client count: 13
2 2-9 show band-steering iy 4 &/~ 5 B itk %

it
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FR iR
MAC-address it i MAC Hiuhk
2G-cap 7% P i R SCRF 2.4GHz AiiE
5G-cap %% P i R SCRF 5SGHz Al B
last-recv 2 iy B A — WSO R ST HRT T ] ] B
first-recv R i B — ORI ST AT B 1] ) o
probe-count R i AT R W o P
assoc-count 2 Ui R SRR S B &
4.25 TLRFE &
4.2.5.1 report-interval
[a4]
report-interval time
[ ]
REFHLE]
[ a2 40]
1: EEH
[Z#(]

time: LfRk[AIFE (5~600s)
[H5iR]

report-interval iy 4 F R EC & ) [aIRE .

(244511

# Mo B 2RI AR I TR TA) B% 9 100

CommSky(config)#service wifisensor

CommSky(config-wifisensor)# report-interval 100

4.2.5.2 service

(4]

service {enable | disable}
[HLE ]

RETAL
(420 ]

1: HRR

enable: HIKRIF 8 TCLIRET DhRE
disable: HIkIPTLLLIREN DhiE
[t ]

service iy HISKHC B AL PREH T RE T R AN SG HA] o
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BREIEOLT, BREFDIRE R M.

(25411
# JT B TCEARET ThRE
CommSky(config)#service wifisensor
CommSky(config-wifisensor)# service enable

4.2.5.3 server type

(4]
server type {udp|taodian} ip port
[HLA]
REF LA
[ 220 ]
1: EEH
]
udp: & UDP 5 _Eik;
taodian: & & pE 577 3 EAR
ip: FoE _LARIRSS sk

[

W

port: FCE FPEARSS#NE15 (1~65535) .

(k]

server type iy & HRACE E#oTa, LRIRSS 28k,

(244511

#Fa CU TS F i

# B IR ER T8 UDP, 1P HilikAy 172.20.20.240, i 115 150,

CommSky(config)#service wifisensor

CommSky(config-wifisensor)# server type udp 172.20.20.240 150

4.2.5.4 service wifisensor

[a4]

service wifisensor
(EUNED

ARG
[ a4 40 ]

1: ERR
[Z#(]

T
[#ik]

service wifisensor iy 4 F SR iE N TR 440

[2441]
# HENTCEARE LA o
CommSky(config)#service wifisensor
CommSky(config-wifisensor)#

73



CommSky #Fa CU TS F i

4.2.6 MAHBBEML

4.2.6.1 domain-access-set

[#4]
domain-access-set name
no domain-access-set
]
Portal #1 &
[ 4200 ]
1: &R

&

23

2

)]
%
2

name: ALK, 1~32 FRF, SIFHUF. FREAT RIZk.
%]
domain-access-set 74 K ¥N N Portal THEESR & 384 A 4 513K .
no domain-access-set iy & H KM% Portal ThEe4h e 1384 A 4 513K .
[ 2541
# £ test [ Portal b3&H0—~4%5 9 test ¥ Portal Zhagis 4 H 4 5.
CommSky(config)# portal scheme test
CommSky(config-portal-test)# domain-access-set test

=
B
s+

4.2.6.2 domain-key-list

[#4]
domain-key-list key
no domain-key-list [ key ]
| EUASD
WA E
(A 4400]
1. EH
[ %]
key: M4 cHt T, KE 4~32 NFEFF, Ok 100 %%
[#iR]
domain-key-list iy 4 F SR BC B 48 42 8 .
no domain-key-list iy 4> F >R A B IC B 380 44 08 =2, AW S HMBR 258, W 220U
BT B 3 4
A=
N T UCECE R PR ER I, ERIN key POHUE A B & TG 38044 B3 8 FH 1) — 903k 44
[ 25451 ]
# 1T test A48 4% 42 FR B9 I www.qg.com R34 B 7

CommSky(config)# domain-set test
CommSky(config-domain-set-test)# domain-key-list www.gg.com
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4.2.6.3 domain-set

[ ]
domain-set name
no domain-set name

e CLUmTIESFM

[ ]
RGAE
[ 542 73'“
TR
iﬁﬁ]
name: IMZEELFR, 1~32 FFF, R FREAITFRIZ.
[ ]
domain-set #y & AR AN — MR A5, HHEABLENE, &2 018 4 1.
no domain-set iy & H RMIBR 44 (FEBERRMNHD
[ 25451 ]

# FESL— AR test R4 2R .
CommSky(config)# domain-set test
CommSky(config-domain-set-test)#

4.2.6.4 service

[4]
service {enable | disable}
[HLE ]
s 44 BRI
[ % Qﬁﬁ'“
B
lﬁﬁ)
enable: JA Rz &%
disable: ZEH 4 4.
[$ik ]
service i 4 H K JE H BUEE A iz 44 5 .
(25411
# Ja A FRN test 1344 2 .
CommSky(config)# domain-set test
CommSky(config-domain-set-test)# service enable

4.2.6.5 show domain-set

[4]
show domain-set name [key keyname]
(AL ]
=
| Qi 54 24 1
0: VjlZk
(4]
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name: 14 EALFK;

keyname: 34 Sk T
[#iiA]

show domain-set i 4 I SR 2 & 3k 44 A i Hi A 1P Stk
(25411

# EHEIA AT 1P k.

CommSky# show domain-set test

domain-set test:

index:3, enable:1

key weixin.qg.com:
101.227.143.34
101.226.68.61
101.226.129.204
# 2-10 show domain-set iy 4 o~ {5 Bfid £

FB iR
domain-set test ERIZI A LR
index B 44 FEAR T N )
enable WA R
key weixin.gg.com: 1ok 42 4 H ) SR
101.227.143.34
101.226.68.61 W44 S B OCEE A AT R I 1P Mk
101.226.129.204

4.2.7 WDS %4

4.2.7.1 auto-repeater acl maclist

( i< ]
auto-repeater acl maclist name
no auto-repeater acl
]
WDS RoOtAP it & 11L&
s 17'“
(EBLEY ]

&)

FEI

)]
o
£,

name: maclist % #7% .
]
auto-repeater acl maclist @4 H >RHEC & ACL.
no auto-repeater acl iy 4 H(JH ACL.
[ 25451 ]
# 51 H test ) ACL BBifR, &Ml &N

CommSky(config-dot11-wds-root)# auto-repeater acl test

)]
B
[
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4.2.7.2 auto-repeater ap

[4]
auto-repeater ap mac-addressl uplinkap mac-address2
no auto-repeater ap mac-addressl

E
]@

WDS ROOtAP Fit & 1 K]
ek 73'“
BT

0
£

f 1

mac-addressl: AP ## MAC Hifik, #% 0y XX XX XX XX XX:XX;
mac-address2: AP 1% MAC Hitik, #%x0A XX XXXX XX XX XX
]

auto-repeater ap fiy 7 A FHSRBC B 35 8 MAC AP ) EATHEA K4 .

no auto-repeater ap 74 H K246 MAC AP [#) FATEE A& -
(25411
#1X'E 34:CD:6D:00:10:10 [¥) RepeaterAP 1] 4742 N %454 34:CD:6D:20:10.
CommSky(config-dotl1-wds-root)#auto-repeater ap 34:CD:6D:00:10:10 uplinkap
34:CD:6D:20:10

€il

[

4.2.7.3 auto-repteater default-backhole

[4]
auto-repteater default-backhole {2G|5G}

[HLE ]
WDS RootAP it & 11

[ % Qﬁﬁ'“
B

[iﬁ%iﬁz]
i

[$ik ]
auto-repteater default-backhole 4 F k1% B WDS P& ERINTT B T 47 4k Th g )
radio 124 2G B 5G.

[ 25451 ]
#IT)5 5G VN T ATH 4k
CommSky(config-dot11-wds-root)#auto-repeater default-backhole 5G

\

4.2.7.4 auto-repeater discovery

[4]
auto-repeater discovery {enable|disable}
[#LE ]
WDS RoOtAP it & 11L&
nn 4 Q&ij’“
(EELY
(Z%iﬁzl

\
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y

[#ii4]
auto-repeater discovery 4 HSRITJE /55 A1 WDS i i & I IE -
BRUNHC BT 3 i s L3898

(25411
#i% BT I R IETE .
CommSky(config-dotl11-wds-root)#auto-repeater discovery enable

4.2.7.5 auto-repeater link-secure

(4]
auto-repeater link-secure {simple|cipher} {passphase password_n| hex hex_str}
no auto-repeater link-secure
[ ]
WDS RoOtAP it & 11L&
[ 2200 ]
1: EEH
[Z¥#]
simple: FoRBCE Y CEY], HEYIRLCER, Hr, BP0 BUE TG EIAIE £
RIS PRI ¢, X KNS
cipher: FoRWEZEH, HEIRKRUE TR, Hi,
HI PRI ¢, X KNS
passphase : ACE passphrase LI, {4 L& EF B AR EAENEH, HH
I HUE VI A 8~63 N R/ H
hex: BLE hex &1, hex Jy 16 B KL, HHMBUETLE Dy 64 7 16 #7157 .
key: WEEH.
[Hiid]
auto-repeater link-secure % & 5% % N5 .
no auto-repeater link-secure fiHl 4 5% % in 2%,
(25450 ]
# MR N R
CommSky(config-dotl1-wds-root)# auto-repeater link-secure simple passphase
12345678

ER

&

T BH ) ARV AN

E

4.2.7.6 auto-repteater max-level

(4]
auto-repteater max-level level
[HLA]
WDS RootAP it & 11L&
[ 42001
1: EEH
[Z%#]
level: FHRACE ML EH, HUEER 1~2.
[HiiA]

auto-repteater max-level iy 4 >k & WDS 2% 2% F IR .
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TEERIKZE AP AT JE 4k Thag.

(25451 ]
# WERKEHR 2.
CommSky(config-dot11-wds-root)#auto-repeater max-level 2

4.2.7.7 auto-repeater persist

(4]
auto-repeater persist
[HLA]
WDS #1&
[ 2200 ]
1. BEH
]
T
[ ]
auto-repeater persist 4 F >k [E 5 BT A 1 AP,
(25450 ]
# [EE AP IO E] wds %% .
CommSky(config-dotl1-wds)#auto-repeater persist

[

W

4.2.7.8 backhole downlink

(4]
backhole downlink {2G|5G}

no backhole downlink

[HiE ]
WDS i# 4 RepeaterAP fit. & 41 &
(A 4400]
1. EH
[ %]
"
€iia) |
backhole downlink 4 FH K % B ## 4 RepeaterAP FF 5 N 47T HF 4k D RERY radio T
2G/5G.
no backhole downlink iy 4 K5 R AT 46 Th ik .
[z541]

# J1J5 5G fE N AT 4k,
CommSky(config-dot11-wds-static)#backhole downlink 5G

4.2.7.9 dotll wds

[#4]

dot1l wds
(LA ]

ARG

Qg Sl
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1. B
[ &3]

T
[ R ]

dotll wds 74 FHSRiEAN WDS #LIA
[ 25451 ]

# 3\ WDS fLK .
CommSky(config)# dot11 wds
CommSky(config-dot11-wds)#

4.2.7.10 link-secure

(4]
link-secure {simple|cipher} {passphase | hex}
no link-secure
[ ]
WDS ##4 RepeaterAP it & 1 K
[ 2200 ]
1: EEH
[Z¥#]
simple key: R/ & SCEY], HEPIR DI SCE R Hrh, S 91 R9BUE VS AT
FHEYIRIA R, X KRNE,
cipher key: RN EZ LHH, HEH/BLZE R Ho, %800 HUE Y B Ak
BFHEYIRIA R, X KNE,
passphase : HiE passphrase i1, {4 L& E MBI R B AR VR, %A
BB VI A 8~63 NI/ H
hex: BLE hex &1, hex Jy 16 B KL, HHMBUETLE Dy 64 7 16 il 757 .
key: WEEH.
[HiiA]
link-secure 15 B 5% 2 1%
no link-secure M3 5% % in %,
[ 2441
# MR N R
CommSky(config-dotl1-wds-static)# link-secure key simple passphase 12345678

4.2.7.11 netid

[4]
netid id
[HLE ]
WDS ##& RepeaterAP it & i Kl/WDS RootAP At & 1L 14]
[ 42 ]
1. EHL
%1
id: % & SSID IZFR, NI~ ANFRFRH, iTEEFR. 7k PRk,
X4 K/ANE,

(

W
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[Hii4]
netid i H R E 2 HT WDS P45 1D,
ID B PRI B B A

(25411
# IiCE WDSID 4 1,
CommSky(config-dotl1-wds-static)#netid 1

4.2.7.12 repeater acl maclist

[%]
repeater acl maclist name
no repeater acl
(LA ]
WDS ##4 RepeaterAP it & 1 K
[r 4201
1: EHY
[Z#(]
name: maclist %K.
| €iipay |
repeater acl maclist i H R HAC & 54 Repeater ] ACL.
no repeater acl i & HUH A Repeater 1] ACL.
[ 254511
# 5| M test ) ACL #ihie, %Ml 24N

CommSky(config-dotl1-wds-static)# auto-repeater acl test
4.2.7.13 root config

[4]
root config
[HLA]
WDS
[ @420 ]
1: EHY
[Z%]
o
[HiiA]
root config i 2414 A\ RootAP FC B ALK .
T EER AR E VAN root, A SR VFE N LRI
(%5450 ]
# HENEAS repeaterAP it B A1 K .
CommSky(config-dot11-wds)#root config
CommSky(config-dot11-wds-root)#

4.2.7.14 show wds ap
(4]

show wds ap { up | disconnect | all }
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[HLE ]
FEEUE
Q3D
0: Vil
[ %]
up: BN IEA WDS 1 up IRZH) AP 5 &
disconnect: & Rl BE R N WDS [ disconnect JIRZ T AP {5 &
all: Z/Rprf AP HIfER.
[HiiA]
show wds ap iv4 IR E7R WDS W45 AP [R5 B
(25411
# BIRFTA repeaterAP {5 ..
CommSky> show wds ap all
ap mac: mode: status:
34:CD:6D:00:10:20 auto-repeater  disconnect
& 2-11 show wds ap 72 (s Sk

TR iR
ap mac AP ] MAC ikt
mode WA IR static-repeater . auto-repeater . root
AP FIRE:

up: CLAERES] WDS %%
disconnect: E#:%] WDS M %%, {H AT 4@
down: EEAF] WDS M 4%

status

4.2.7.15 show wds ap verbos

(4]
show wds ap verbos {level level| mac-address | all }
[HLE ]
EEE
[ 240
0: Vil
[ 4]

level: FHRECE M2 /=4, BUETEH 1~2;
mac-address: AP 1% MAC Hiik, #% 3 XX XX XX XX XX XX
[$iik ]
show wds auto-repeater verbos iy 4 H oK 27~ WDS W 4% P repeaterAP [FITELH(E E.
[ 2541
# ORI repeaterAP FELH(E .
CommSky> show wds ap verbos all
ap mac :34:CD:6D:00:10:00
mode: auto-repeater
status: up
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level: 2
uplink: 34:CD:6D:00:20:10
% 2-12 show wds repeater iy 2 &5 Bfliid

TB Eitip

ap mac AP 1] MAC it

mode WA . static-repeater. auto-repeater . root

RepeaterAP PIRZS:
up: CLAERES] WDS %%

status disconnect: ZEREF] WDS M %%, {H 47438
down: EEAF] WDS 2%

level B AT I 45 JE 4

uplink FATEBARIZ S MAC

4.2.7.16 show wds auto-config

(4]
show wds auto-config
[ ]
R
[ 2200 ]
0: VjlnZk
[Z%]
ot
[HiiA]
show wds auto-config #ir 4 Fi >k Repeater AP |\ 7% Root AP T & HIHC B 15 5
(25450 ]
# Root AP T KL E(E S .
CommSky(config)# show wds auto-config
WDS auto configure :
netid: lwds_test
downlink: 5G
autolink: enable
linksecure: cipher
key: dddddddddddddddd

4.2.7.17 show wds forward table

[#4]

show wds forward table
(LA ]

1T = E
[ 4400]

0: Vil
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(24
o

[H5iR ]
show wds forward table 4 F K 57 2411 AP 1) WDS # &k %15 B

(25411
# SR repeaterAP [ITELRLE R
CommSky> show wds forward table

Destination Mac NextHop Mac Interface type
34:CD:6D:00:10:20 34:CD:6D:00:00:10 auto

% 2-13 show wds forward table 7y 2 &~ (E B iR
FB

iR
H B & 1 MAC Hiuht
Bk Ok

HE ST,
auto: I dE £
down: 1EFMTHEERE

Destination Mac

NextHop Mac

Interface type

4.2.7.18 static-repeater config

[@4]

static-repeater config
[HLA]

WDS K]

[ % Qﬁﬁ'“
EHN

(Z%%fﬁzl

i

static-repeater config @i 2441 N4 repeaterAP It B AL

T B E R AR B WA BN static-repeater, U R VFHEAN AL
[ 25451 ]

# PENFRA repeaterAP it B A1 K .
CommSky(config-dot11-wds)#static-repeater config
CommSky(config-dot11-wds-static)#

\

[Hid]

4.2.7.19 troubleshooting manage-template

(4]
troubleshooting manage-template ip_address {mask|mask-length}

no troubleshooting manage-template
M ]
JIR 55 AR P&
R 7JIJ]
IR
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[ %]
ip-address: fLEHEE0 VAP 1) 1P sk, a5 ar kil =t
mask: FHERS, Aot A
mask-length: ML, BIFMHEEEH “17 1%, BUETEHDA 1~31.
[#ii4]
troubleshooting manage-template #iy 2t & % % NIRRT, H3hE3h VAP 1
IP il
no troubleshooting manage-template F & 2 (&A1 5420 VAP ) 1P it & .
[ 25451 ]
# BB IS VAP 1 IP Ml 172.20.20.45, RSN 24,
CommSky(config-dot11-st-1)# troubleshooting manage-template 172.20.20.45 24

4.2.7.20 uplinkmac bind

(4]
uplinkmac bind mac-address
no uplinkmac bind
[ ]
WDS ##4 RepeaterAP it & 1 K
[ 2200 ]
1: EEH
[Z¥#]
mac-address: AP %% BSSID MAC Hutik, #%30 XX XXXXXXXX XX
[ ]
uplinkmac bind i % FH K48 € §# & RepeaterAP FATE A&
no uplinkmac bind 74 F>REGH S8 5E FAT154
(25450 ]
#4047 154 34:CD:6D:00:10:20 i 4k N
CommSky(config-dotl1-wds-static)#uplinkmac bind 34:CD:6D:00:10:20

4.2.7.21 wds mode

[ar2]
wds mode {root | static-repeater | auto-repeater netid {auto | id_string } | disable}
[HLA]
WDS
[ 220 ]
1: EEH
%]
oo
14 ]
wds mode root 4 SR B WDS 2% 1 4% [ £ {44 RootAP.
wds mode static-repeater 4 K& B 54 K 54 RepeaterAP HJ2 B AT

(

W

(

o

WDS fit & .
wds mode auto-repeater netid auto 4 FH 1% B 1% % ) f 2.9 RepeaterAP H. WDS
Hic & 2 H sh3REL
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wds mode auto-repeater netid id_string iy 4 F 5k i% B ¥ £ ) f {44 RepeaterAP H.
WDS Hi & & M id_string #7101 WDS 2% 5 53k HL
wds mode disable iy 4 H K5/ wds ZhfE.

URRELN
Aﬂ%}a&

TFEAE A% wds THRERITT St 2R G B ok 2R U A A= 2L
(25411
# RGEAE T B E wds RootAP .
CommSky(config-dot11-wds)# wds mode root

4.2.7.22 wds sync-config

(4]
wds sync-config
[ ]
WDS RoOtAP it & 11L&
[ 2200 ]
1: EEH
[Z¥#]
y
[ ]
wds sync-config i & F SR HAT 46 T & RepeaterAP i & .
(2540 ]
# TRKESH) WDS L& .
CommSky(config-dot11-wds-root)#wds sync-config

AI_EB RS SH
4.3.1 PAKMEEO A4S

4.3.1.1 interface

(74 ]
interface {GigabitEthernet|Ethernet} interface-number
[HEIA ]
ARG
[ 42001
1. B
#]
GigabitEthernet:#5 & iE A T-JK UK M2 DRI
Ethernet: 45 & i A\ B I8 LUK M EE TR o
interface-number: $i5 & DAK M HZ 2 4 5
[Fik ]
interface w4 FHRIE AN LK P42 AL
[2441]
# HE LUK M $Z T GigabitEthernet 0/0 4114 .

(

o
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CommSky(config)#interface Gigabitethernet 0/0
CommSky(config-GigabitEthernet-0/0)#

4.3.1.2 port link-mode

(4]
port link-mode { bridge | route }
[HLA]
TRIZJEPOR MR ALK
[ 220 ]
1. BEH
[Z4]

bridge: TAE/E —JEHiI.

route: LAEAE =2,

]

port link-mode fir& F SR V) 4 LUK W42 1 BEEEAR

T OB, & brgRsesz 0 R g fEh B UK MR Fikgz i H
REE RN =2 ORI I FEebdz e LU R T, HAEE g B rT UB I ar AT I E
I Hok HaE s s E o8 R R (bridge) » WHERN— 2 UK D A,
I e A A B N =2 (route) , MIFEA—AN= 2 DUOR MR S

Ah s

DRI B BB AR U040 5, i DIOK B2 1T 1 B A TC B AR R 2 B =X (ks
Ao & .
(25450 ]

# 3 LUK 32 1 GigabitEthernet 0/0 TAELE =2,
CommSky(config)# interface GigabitEthernet 0/0
CommSky(config-GigabitEthernet-0/0)# shutdown
CommSky(config-GigabitEthernet-0/0)# port link-mode route
Change port link-mode will reset corresponding settings, proceed [Y/N]? y

€ii]

[

4.3.1.3 reset counters interface

[ar2]
reset counters interface [ interface-type [ interface-number ] ]
[#LE ]
S
[ 220 ]
1: EEH
%]
interface-type: fiEH: CEE AL,
interface-number: $i& & £ 1 B8 405
]
reset counters interface 74 HRIG R O AR THEE
FEFELAFL T, TEGE— @R N O E, X & EAES T RS %
BEOFEANSIHE R, =i T4t

(

W

€l

(;E.
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® NHEAFE5E interface-type A1 interface-number, NERRETA O MSHE S
® 4R E interface-type I AR E interface-number, TE R AT %2888 L 14
HE &
® IR[EIE € interface-type 1 interface-number, V&8 €IS HE S .
(25451 ]
# JE R LAK % O GigabitEthernet 0/0 4 iHE &
CommSky> reset counters interface Gigabitethernet 0/0

4.3.1.4 shutdown

(4]
shutdown
no shutdown
[ ]
CRI=E UK MR AL E]
[ 2200 ]
1: EEH
[Z¥#]
y
[ ]
shutdown iy % K5 A1 24 i 42 H
no shutdown iy 4 FH KT 4T H2 1
BURE T, BLRME 40T IF B ARAS .
(25450 ]
# JoeM LUK M EE T GigabitEthernet 0/0, FR4T %M.
CommSky(config)# interface Gigabitethernet 0/0
CommSky(config-GigabitEthernet-0/0)# shutdown
CommSky(config-GigabitEthernet-0/0)# no shutdown

4.3.1.5 show interface

(74 ]
show interface {GigabitEthernet|Ethernet} [ interface-number ]
[HEIA ]
S
[ 220 ]
0: Vil
[Z%#]

GigabitEthernet:#5 € T-JK UK M4 1281
Ethernet:45 & 5 Jk LK M 182 1284,
interface-number: & & LUK D IHE D905 .
[k ]
show interface 4 FH K27 LLKP# LA OG(E B .
WHRAHE € interface-number, N E/RFTA ZEME OHE .
W45 € interface-number, MBI RiZRATEEEOME R
[ 24411
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# MF 2 PUKMEE O GigabitEthernet 0/0 FIiS AT IR ATAH 15 B .
CommSky(config)# show interface GigabitEthernet 0/0
GigabitEthernet0/0 current state: UP
Hardware Address: 34:CD:6D:00:00:00
Link speed:100M
Duplex mode: full-duplex
PVID: 1
Port link-type: trunk

Tagged VLANID :all
Untagged VLAN ID : 1
Input(total): 57 packets, 49 bytes
38 unicast packets, 33 unicast bytes
11 multicast packets, 0 multicast bytes
8 broadcast packets, 59 broadcast bytes
Input: O input errors, 0 dropped, 0 compressed
0 length errors, 0 over errors, O crc errors
0 frame errors, O fifo errors, 0 missed errors
Output(total): 67699 packets, 21372120 bytes
Output: 0 output errors, 0 dropped, 0 compressed
39077 unicast packets, 18700108 unicast bytes
25512 multicast packets, 1718132 multicast bytes
3110 broadcast packets, 953880 broadcast bytes
0 aborted errors, O carrier errors, 0 fifo errors
0 heartbeat errors, 0 window errors
Total: 0 collisions
# 3-1 show interface GigabitEthernet #iy 4 &5 B iiA %

TR P

- PUK P 3 1 AT 3RS, RS TT BEBUE
GigabitEthernet0/0 current state N T Y

Hardware Address DL X4 E ) MAC Mk

Link speed DLK 432 1 22

DA 42 1 A TASE 2
Duplex mode: full-duplex ® half-duplex XU TH =L
® full-duplex 4xX T

PR M TR PVID

DA P42 11 () B i S Y

PVID ® trunk Trunk 57

Port link-type ® access Access 5!
Tagged VLAN ID PUK ML T FERE AR € 1 VLAN RSO
Untagged VLAN ID {#% VLAN Tag

PAR 2 R S AR 7B B VLAN Rk S0

235 VLAN Tag

Input(total): 57 packets, 49 bytes . N Ny
38 unicast packets, 33 unicast bytes B RO TS B

89


mk:@MSITStore:D:/MyDownload/20140430-H3C%20WA系列无线接入点%20命令参考-6W107.chm::/03-二层技术命令参考/html/710661616_982661796_991313181_186680629.htm#_Ref249238895

CommSky #Fa CU TS F i

B, BT

IR AL R
AR OE, A7
AR, TR
FARAN DL R A 2L
FEE = e 4RSS R

11 multicast packets, 0 multicast bytes
8 broadcast packets, 59 broadcast bytes
Input: O input errors, 0 dropped, O compressed
0 length errors, 0 over errors, O crc errors
0 frame errors, O fifo errors, 0 missed errors

Output(total): 0 packets, 0 bytes
Output: 0 output errors, 0 dropped, 0 M, BT
compressed _ R R, AR R
0 unicast packets, 0 unicast bytes R4 A
0 multicast packets,0 multicast bytes

® & [ &6 6 0 & o

0 broadcast packets, 0 broadcast bytes ° i?%@%&’ if%%jf&
0 aborted errors, 0 carrier errors, 0 fifo errors o HAREHL AT
0 heartbeat errors, 0 window errors o OB, TR
® K IRAHMNEE R ELEL
Total: 0 collisions il 12 S AL B
#* 3-2 ZJEPLRMEE ORGSR R
e Hik
§]= METE OW AL TEEIRGS

YA O EA T AREIERES, FERAR AV EER: (0]
RE WA 47 20 B DX 4 i )

YT OB AT AR IERES, IR R AR EE B A T TG
DOWN ( Administratively ) | 7 (310 FECE T shutdown 774 , 7 Z 34T no shutdown
2 A R LS B AS

DOWN

DOWN ( Loopback METE O EE E AT AREEIRES, R RIS, F20
detection-protected ) B % 1 T

4.3.2 VLAN 14

4.3.2.1 description

[ 4]
description text
no description
MK
VLAN #E/VLAN £ F ALK
[ 421
1: L
™
text: 1A VLAN 20 VLAN £ FHR F/F 8, AR AREF /s < >
/A N
VLAN 1 VLAN 4 M B8 455 1 BUE 6 B 43 )8 -
VLAN (s BN 1~32 N2 75 5
VLAN 2 O IR B8 1~80 N7 A5 5 o

[+

o=

[

W
o
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[Hii4]
description 4 F >R € 2417 VLAN 5§ VLAN £ O i (E B
no description iy & H KK EZ ERIIRE
ZRUIRA T, VLAN [IiiA (5 2 o81% VLAN 1 VLAN ID, 41 “VLAN 0001”7, VLAN
BOR#AME BN VLAN B0 R#: 104, W0 “Vian-interfacel”
B ERCE K VLAN B2 I, F AT LORE Th BE B 3 #7215 9L Y VLAN 2 VLAN
BN AR EMRRES, DEICIZAEH VLAN 58 VLAN #11,
(25411
# ¥ VLAN 2 Fd (5 SR E N sales-private .
CommSky(config)# vlan 2
CommSky(config-vlan-2)# description sales-private
# ¥ VLAN $210 2 [R5 S ACE Y linktoPC56 .
CommSky(config-vlan-2)# exit
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)# description linktoPC56

4.3.2.2 name

[4]
name text
no name
(PR ]
VLAN #i &
[y =4 A2
1: HHLL
[Z#(]
text: VLAN # K, A 1~32 MR RHIRE B, AR IREF W~ hs 5< >
/A U
[k ]
name 17 2 F K48 € 2417 VLAN B4 FK.
no name i 2 F >R E 41T VLAN 2R )64 {5 .
BRIVIRAE T, VLAN 48 NiZ VLAN [ VLAN ID, #1 “VLAN 0001” .
[ 25451 ]
# 1852 VLAN 2 4 FRA Test,
CommSky(config)#vlan 2
CommSky(config-vlan-2)# name Test

4.3.2.3 port

[4]
port interface-list
no port interface-list
L]
VLAN # &
s tlJl
(EgET
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[Z%]
interface-list: $ 11513, %R 77 20 interface-list = { interface-type interface-number
[ to interface-type interface-number ] }. - interface-type interface-number Sy 1125
RN 15
[HiiA]
port 774 F R 1A 2417 VLAN A in— 81— 4H Access ¥ 1.
no port 74 Ak M 4 HT VLAN A it B — N8 —2H Access i 1.
IR T, RGUR A I DI 2] VLAN 1o
T R
® Za4A HXt Access Uit 1 2L
® U BRI I B BERK SR AUHSZ Access BT, (HH] AT LA E AT )i 1]
KA, BAREE WS %4 port link-type.
(25451 ]
# 11 VLAN 2 F 0\ GigabitEthernet 0/0 PAA M 5 11 .
CommSky(config)#vlan 2
CommSky(config-vlan-2)# port GigabitEthernet 0/0

4.3.2.4 port access vlan
(4]
port access vlan vlan-id
no port access vlan

[ ]

212 POR M A E/WLAN-BSS 2 AL
[ 4401

1. EHL
(%]

vlan-id: #8€1) VLAN %5, HBUETEEY 1~4094. % VLAN 20 s b e ez
HI VLAN, 500, iZ%dr @47 R0

[HiiA]
port access vlan iy 4 KK 2411 Access i 1IN 248 22 1 VLAN 1,
no port access vlan @y 4 H Rk & ERIRES o
BIUIRAET, Frfa Access Ui I35 )& T H R J& T VLAN 1.

(25450 ]
# ¥ GigabitEthernet 0/0 3 1A %] VLAN 3 1,
CommSky(config)#vlan 3
CommSky(config-vlan-3)# exit
CommSky(config)#interface GigabitEthernet 0/0
CommSky(config-GigabitEthernet-0/0)# port access vlan 3

4.3.2.5 port link-type

(4]
port link-type { access | trunk }
no port link-type

[HLA]
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ZRI=E ORI AL E/WLAN-BSS $2 FIAR A
[ 240
1. EHLK

#

access: & B i [ I EERE AN Access 2R,

trunk: 8 U T EEEERT N Trunk 257,
]

port link-type % FH > 16 B i 11 () B % 2K 20 o

no port link-type iy 4 FH K R BRUCIRES
BRUYCIRE TS, A din R BERS ST 458 Access 287,
7 Ui

ik &1 H restore default iy &Pk &2 ) W E I, GigabitEthernet 0/0 Y& & A& Trunk
;7@@ o

[

W

€l

[

(25450 ]
#44 LI K M3 1 GigabitEthernet 0/0 £ Jy Trunk 28735 1,
CommSky(config)# interface GigabitEthernet 0/0
CommSky(config-GigabitEthernet-0/0)#port link-type trunk
CommSky(config-GigabitEthernet-0/0)# exit
#1431 1 WLAN-BSS 0 5% B~ Access A5 11
CommSky(config)# interface wlan-bss 0
CommSky(config-wlan-bss-0)# port link-type access

4.3.2.6 port trunk permit vlan

(4]
port trunk permit vlan { vlan-id-list | all }
no port trunk permit vlan { vlan-id-list | all }

[HLE]
ZREIZE PR M EE O
[ a4 20 ]
1. EHY
[ %]

vlan-id-list: VLAN %158, 4 Trunk ¥ IR VLAN B8 [, 777 O~ vlan-id-list
= { vlan-id1 [ to vlan-id2 ]}, vlan-id BUE G Jy 1~4094.
all: £/R AT VLAN il i% Trunk i 1.
[HiA ]
port trunk permit vlan 74 FH K o 1748 € 19 VLAN @it 4157 Trunk i
no port trunk permit vlan i 4 HREGH T8 %€ 1 VLAN 383 2457 Trunk S .
BRYOIRAS T, Trunk 3% H X f0¥F VLAN 1 (9 Sci .
BRI
®  Trunk i IR LA AR VF £ A VLAN JEid . Wi £ i A port trunk permit
vlan 74, 84 Trunk % F_E R VRS VLAN 21X 2 vian-id-list fI5E A
®  Trunk i &R IEH MRS, RAEE VLAN BRSO VLAN Tag, HAl
VLAN Wk 302k B VLAN Tag.
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FHOCHE B AT 2% 14 port link-type.

(2541 ]
# L& o 1 GigabitEthernet 1 (Trunk 2821 71 VLAN 50~60 1 70~100 i it (J5

et & permit f2E A all) .

CommSky(config)# interface GigabitEthernet 0/0
CommSky(config-GigabitEthernet-0/0)# no port link-type trunk all
CommSky(config-GigabitEthernet-0/0)# port trunk permit vlian 50 to 60
CommSky(config-GigabitEthernet-0/0)# port trunk permit vlian 70 to 100

4.3.2.7 port trunk pvid vlan

(4]
port trunk pvid vlan vlan-id
no port trunk pvid

[ ]
ZRI=Z UK M EE AL
[ 4201
1. EHg
[ %]
vlan-id: F8ER G4 VLAN ID, BUETEHE Y 1~4094.
[#iE]

port trunk pvid -4 k% & Trunk i H Y EL4 VLAN ID.

no port trunk pvid 4 F KK E ER RS

BRURA T, Trunk 3 64 VLAN 9 VLAN 1.

R B R A

® XJ Trunk i I, $447 no vlan #r &M FRm 64 VLAN &, 3 H E) 84 VLAN
MCE A, BIMEH CEAFLER VLAN fE A5k VLAN.

® [l EELE VLAN J5, »4ifd H port trunk permit vlan fiy 4t B 484 VLAN
Mo, HEE O A RERE K k4 VLAN HIR 3.

HH I & 7] 2% a4 port link-type 1 port trunk permit vlan.

[ 2441

# J4# 1 GigabitEthernet 0 (Trunk 287D HHk48 VLAN & &N VLAN 100.

CommSky(config)# interface GigabitEthernet 0/0

CommSky(config-GigabitEthernet-0/0)#port link-type trunk

CommSky(config-GigabitEthernet-0/0)#port trunk pvid vlan 100

4.3.2.8 shutdown
[ 4]
shutdown
no shutdown

[

o=

VLAN 2 41 &
[ 2205 ]

1. FHY
Q|

K]
4

[

W
s
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y

[#ii4]
shutdown 754 2K < VLAN #2111,
no shutdown iy 4 KT VLAN $211.
BURET, #BONIFE

(25411
# F4 VLAN #2112 X5 B BT I
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)# shutdown
CommSky(config-Vlan-interface-2)# no shutdown

4.3.2.9 show vlan

(4]
show vlan [ vlan-id|all ]
[ ]
R
[ 2200 ]
0: V2K
[Z¥#]
all: B/R RS HH VLAN 7E4HE B
vlan-id: E7~FE 7 VLAN ID FI3EI{E S
[ A ]
show vlan @4 HK B/ R4 AT VLAN A S E..
AL E AT 2% 4 vlan.
(25450 ]
# o8 VLAN [VEZH(E B
CommSky> show vlan all
VLAN ID: 1
Route Interface: configured
IP Address: 192.168.1.101
Subnet Mask: 255.255.255.0
Description: VLAN-interface 1 interface
Name: VLAN 0001
Tagged  Ports: none
Untagged Ports:

GigabitEthernet0/0 WLAN-BSS1
2 3-3 show vlan 72 Lo E BHiA
FB #iR
VLAN ID VLAN K25

ey EARMEIE XM VLAN #%10: not
configured (%A %) /configured (BIEE T )

IP Address VLAN 208 IP Huhtk

Route Interface
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Subnet Mask VLAN $% L 1P Hbdik 7 P A
Description VLAN Kb (5 &
Name VLAN [P 4FR

FrRiR1% VLAN $ ST BR £ i 1 5 I8 I 75 245
iy Tag frid

FRiR1Z VLAN $2 SC MR i 1 A 35 B AN 75 22
HeAF Tag Aric

Tagged  Ports

Untagged Ports

4.3.2.10 show mac-address

(4]
show mac-address [vlan [vlan_id]]
[HLE ]
FEEUE
Q3D
0: VjHZk
[ %]
vlan vlan-id: &/~$8%E VLAN ] MAC HihtR . vian-id FOEUEJEFE A 1~4094.
(4]
show mac-address 4 F K i 7x MAC itk % A5 & .
EERMNAR:
WMRATEEARM S, KRR K MAC Ml R TE & .
[ 25451 ]
# LR MAC HutbR T E 15 B .
CommSky> show mac-address
VLAN 1 MAC address:

MAC address Interface  Islocal Ageing(s)
34:CD:6D:00:00:00 GigabitEthernet0/0 Yes
34:CD:6D:00:01:00 WLAN-BSSO0 Yes
34:CD:6D:00:01:08 WLAN-BSS1 Yes
2C:44:FD:21:1E:E3 GigabitEthernet0/0 No 0.184
0C:82:68:94:14:42 GigabitEthernet0/0 No 0.424

%% 3-4 show mac-address iy 2 won {5 SRR R
FE WiER

VLAN 1 MAC address: VLAN 1 ) MAC 5 &

MAC address MAC Hi ik

Interface MAC il Fr 78 i) #2 1
MAC Hidik 2 5 oA, 4.

Is local e Yes: FT/NIZKRIE W &I MAC Hihl:
oNO: F/RIZRIAE AT MAC Hitl:
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FE 156
AT E], BALCAFD, 1ZR A AR
Ageing(s) o---: FINLRIUEAH MAC A2k
¢0.184: RIRIZRIEALII 8]
4.3.2.11 vlan
[4]

vlan { vlan-idl [ to vlan-id2 ] }

no vlan { vlan-idl [ to vlan-id2 ] | all}
[+

o=

RGN
241
1: EHY
0
vlan-idl: VLAN [M%'5, BUETEHEI 1~4094;
vlan-id1 to vlan-id2: #& 5 VLAN ({45 5 . vian-id1 fl vlan-id2 >4 VLAN 145,
HUE Gy 1~4094;
all: 82T AN VLAN 455 .
[#iR]
vlan vlan-id 14 F kA1 VLAN F£3E X VLAN #EE . WiR48 € 1) VLAN 2612,
MiZ i 4 B3 F kit A% VLAN FIRLIE
no vlan iy 2 F R MIBRAH B2 ) — 2 VLAN,
TEVEREMAZA, VLAN 1 NARSEE VLANGROA T L E0EE), H P ASEEMIEER
FHICHD B 1] 2% iy 4 show vlan.
[ 22451 ]
# HE VLAN 2 4L A
CommSky(config)# vlan 2
CommSky(config-vlan-2)#exit
# fit=EfIE VLAN 4~VLAN 100.
CommSky(config)#vlan 4 to 100
Current VLAN count has reach limit
Please wait... Done.

4.3.3 PPPOE #7%

LA ]
| Qligss

[

W
o

4.3.3.1 ip address pppoe-alloc

(4]

ip address pppoe-alloc
[HLE]

VLAN $# FL B =2 DUOK 2 AL
[ 42

1: EHY
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[Hii4]
ip address pppoe-alloc H -4+ 114k 577 X\ V) #: 2| PPPOE #5(.
(25411
# ¥8% VLAN £:11 2 ffiH PPPOE 77 :U3REX IP Hhtik.
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)# ip address pppoe-alloc

4.3.3.2 pppoe
[%]

pppoe {mtu mtulservices servicelachame acname}
no pppoe {mtu mtu|services servicelacname name}
[HLA]
VLAN #z FIRL I = 2 ORI 2 40
[ 42001
1: EHY
[Z¥#]
mtu: BE MTU R/ JEHIE 128 ~1492;
service: KB MRS XK (1-64 DNF0F, AHE" '~ \ ¢S H12);
acname: W B RS2 L FR (1-64 DNF05F, ASCEE" '~ \#25KA1?).
[Hiid]
pppoe 74 FISKAL B 452 F I R AR S ot (MTUD 8, PiC B RS 2 FRAIC B IR 55 2% 44
PR o
no pppoe fir & R Z ERVARES
BRIRES, MTUMEN 1492, RS S WRFI IR 55 2 i 2 95
L i

P AIEEE N PPPOE I, FIRAET S, PPPOE 2% 1@ HoH it B 4%

(25450 ]
# F55€ VLAN £ 2 1) MTU {6 1200 =715,
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)# pppoe 1200
# ¥8E VLAN #:11 2 FIfIRS A FRA tests

CommSky(config-Vlan-interface-2)# pppoe servicesname test

# F55€ VLAN £ 2 Bk %528 44 77 Commsky .
CommSky(config-Vlan-interface-2)# pppoe achame Commsky

4.3.3.3 pppoe username

[#4]
pppoe username name password pwd
Nno pppoe username name password pwd
MK
VLAN $ DAL = J2 DU P AL R
A% 7JIJ]
(Eg il
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[ 4]
username i & K 44 (1-64 DR, AR ~ \#7SH& A1?);
password : [ 7 Z 5 (1-64 N FARF, AR~ \#T R A?).
[#i4]
pppoe username i 4> F KL & H - 44 FE 5 .
no pppoe username iy 4 A K HH B B A 7 44 FZ 0
7 Ui
L E /2 PPPOE M ANACE, WA — AT E %A MTU H, Zim SR E MTU
4 1492 1EAERINE
[ 24511
# ¥85%€ VLAN #2112 B H P 4 4 commsky, 2454 commsky .
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)#pppoe username commsky password commsky

4.3.3.4 show pppoe status

[ar2]
show pppoe status
[ ]
FEEME
[ 2200 ]
0: Vil
[Z¥#]
oo
[Hiid]
show pppoe status i 2 H K &= 7T 5 PPPoE R4
[ 2541
# IR HHTPTA PPPOE IR
CommSky# show pppoe status
Vlan-interfacel PPPoE information:
PPPoE connected

Allocated IP: 10.67.15.1
Allocated Netmask: 255.255.255.255
Allocated Gateway: 10.0.0.1

2% 3-5 show pppoe status iy 4 &7~ 5 B IR &

FB i34
Vian-intertacel PPPOE | VLAN 1 1 ity PPPOE #13%£3 5
PPPOE connected PPPOE [FEHIRTES
Allocated IP PPPOE 75 s\ FC 2 1P MLk
Allocated Netmask PPPOE 77 {73 It 2] (1) ¥ M FE AL
Allocated Gateway PPPOE 5 773 Fie 21 1 BRI ¢
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VLAZBEB RS S
4.4.1 1P B HIER A4S

4.4.1.1 ip forwarding

(4]

ip forwarding {enable|disable}
[HLA]

RGN
[ 2200 ]

1. BEH

!
W
&
[

T
K]
ip forwarding enable 4 F K I J5 42 J) % HH
ip forwarding disable 4 F K < P 42 Ja) B HH
2 AP3x 5 TAEAE bridge I, AFEIE=Z8 N (FE2E=Z VLAN B
FEEF R DIRE: 15 TR HEGE NAT BT, F[EK=ER K6
JB . AEEMTNR, Rt R B AgrRE, Bl — MRS, 7T KE%
FIN =R A K IIRE .
[ 2541
# JFE &Rk H IR .
CommSky(config)# ip forwarding enable

"=
B
S+

4.4.1.2 show ip routing-table

(74 ]
show ip routing-table
[HEIA ]
S
[ 220 ]
0: Vil
[Z%]
i
[Hiid]
show ip routing-table 4 F K2 & 1% H1 2 A 24 B Jons 2% b 4 245 2
Zar S UM EIE X Ernm g bRIER, B TAE—FKd, NEaHE: AN
AR RS . B RS S. FEEAE. T Bk BN MHG AT UEE 2
HHTA R
(%5450 ]
# EE I H R A ATEOE B R EE R
CommSky(config)# show ip routing-table
Routing Tables: Public
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Destination/Mask Proto  Pre NextHop Interface
192.168.1.0/24 S 0 0.0.0.0 Vlan-interfacel
0.0.0.0/0 100 192.168.1.1  Vlan-interfacel

# 4-1 show ip routing-table fiy 4 o~ {5 Bk %
FB iR
Destination/Mask H 1 bk A K B
Proto IR 1) % HR Y
Pre % H I S 2%
NextHop %G H )T — Bk
Interface WO, BIENZE B E s 08 N stz 1k

442 VLAN 0454

4.4.2.1 default-ip

[4]
default-ip ip_address {mask|mask_length}
[HLE ]
VLAN 2 Bl =2 LUK 422 40
[ i< Qﬁﬁ“
1: EHY
[Z4]
ip-address: VLAN #z CIERIA 1P Hihik, A 5o+t g =X
mask: F RIS, v Rl kA
mask-length: 7MDK SE, BIFRFEES “1” 4%, BUEEE N 1~31.
[$ik ]
default-ip iy % FH>k45 VLAN £ 03 B BUA R 1P Hihb AR .
7 Ui
HUAGAE 24 3R IP 77Xy DHCP I iZ & 4 A28
(25411
# 8 VLAN 31 2 BBA IP #i3ik4 1.1.0.5, - MHEHY )y 255.255.255.0.
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)# default-ip 1.1.0.5 255.255.255.0

\

4.4.2.2 interface vlan-interface

[74])
interface vlan-interface vlan-interface-id

no interface vlan-interface vlan-interface-id

MIE]
ARG

it il |
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1. B
(%]

vlan-interface-id: VLAN 0 H %5, HUEVEEN 1~4094.
[HiA]

interface vlan-interface #iy4 HI >R F8 € ) VLAN £ ORI . an8iZ VLAN #10
ANTEAE, Wsee)aiZae 1T, kN iZ VLAN 20 A,
no interface vlan-interface 7y A KM %48 € 1 VLAN £,

TV RS
® 7Efg VLAN 32 B, XM VLAN 20 A (E4E, & NS ASBEA 28 2 1)
VLAN #2171,

® P AILAfE VLAN £ M E FEH ip address iy 2 ECE 1P il
FIKHEL B 1 2% 14 show interface vlan-interface.
(25451 ]
# @ VLAN £ 2,
CommSky(config)# vlan 2
CommSky(config-vlan2)# exit
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)#

4.4.2.3 ip address
(4]
ip address ip-address { mask | mask-length }
no ip address

(PR ]

VLAN # FAL = J2 DA 9 42 A
[ 4401

1. EHLL
(%]

ip-address: VLAN K IP b, A5 ar kgt
mask: T RIFERS, A i Tkl s
mask-length: FMHEMSKEE, BIFRHEMEH “1” W44, BUETEHEY 1~31.
[HiiA]
ip address 74 H K45 VLAN #3552 1P bk AR,
no ip address 4 FRMIBR VLAN #2 0# 1P Huhk FIHERY
BRUCIRAS T, ARCE VLAN 2000 IP itk
(%5450 ]
# ¥852 VLAN $:10 1 /9 1P HihkA 1.1.0.1, FRIHES A 255.255.255.0.
CommSky(config)# interface vlan-interface 1
CommSky(config-Vlan-interface-1)# ip address 1.1.0.1 255.255.255.0

4.4.2.4 show interface vlan-interface

(4]
show interface vlan-interface [vlan-interface-id]
[HLA]
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EEMAE
[ 5420 ]
0: VilnlZk
[ %]
vlan-interface-id: VLAN 11145 .
[ ]
show interface vlan-interface fir4 F oK 78 VLAN 2 O IAHRAE B .
FEFENLE:
® B AR %2 vian-interface-id Z %, ¥ Bon T 2608 19 VLAN £ L B E B
® IR F5E vian-interface-id 244, T8 E VLAN £ O HAHKRE B
[ 25451 ]

% 4-2 show interface vlan-interface iy 2 &~ f

# o8 VLAN 10 1 FHERER
CommSky(config)# show interface vlan-interface 1
Vlan-interfacel current state: UP
Link name: vlanl
IP address:
192.168.1.101 255.255.255.0
Input(total): 17553 packets, 6888875 byte
Input: O input error, 0 dropped 0 compressed
0 length error, O over error, O crc errors
0 frame error, O fifo error, 0 missed errors
Output(total): 75 packets, 10302 byte
Output: 0 output error, 0 dropped, 0 compressed
0 aborted error, O carrier error, O fifo errors
0 heartbeat error, 0 window error
17476 multicast, O collisions

il

LSS

TR ik

Vlan-interfacel current state

VLAN £ O EIRES, RETTREN:

«DOWN ( Administratively ): F*7x1% VLAN #1020
z2i@ 1t shutdown Ay 24 o< P, RIS BRS A IS H]
«DOWN: FEIRiZ VLAN # D& EIRAS NI S
EPELIRES e, BZE: OXT R VLAN WA
AbF up IR HIW B 1 CRTBE R A W B 2k ok
LR D

o UP: iy I [ BR S A EIR S 35 8 F J

Link name VLAN 5 [ B8 % = 8 52 44 FR

IP address VLAN 20/ 1P Huhik fidshg
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B

Input(total): 0 packets, O byte
Input: O input error, 0 dropped 0
compressed

0 length error, O over error,
0 crc errors

0 frame error, 0 fifo error,
0 missed errors

ik
EOVHEZEMARLSGIEL: B05, 27
EAREYEEN I EYSY
o AMHREOE, SR EHEE
e

® IMNATIRAIEEL

Output(total): 0 packets, 0 byte
Output: 0 output error, 0
dropped, 0 compressed
0 aborted error, O carrier
error, O fifo errors
0 heartbeat error, 0
window error

OV ER BRI ER: B0, 27
EAREYEEN I EYSY

o iR S AL, ZfEmIM AT, RYEE
{2k
® IUMHNA IR AL

0 multicast, 0 collisions

AR oA, RS AL

4.4.3 BEBEWS

4.4.3.1 ip route-static

(4]
ip route-static dest-address { mask | mask-length } next-hop-address
interface-number } [ preference preference-value ]
no ip route-static dest-address { mask | mask-length } [next-hop-address
{interface-type interface-number} ]
[HLA]
ARG
[ 2200 ]
1: BRI
[Z%]
dest-address: A B 1) H 1 1P Hudik,
mask: 1P HubkHHEAY, i TRkl Rg
mask-length: #EAGK A, BUETEEDN 0~32;
next-hop-address: &€ 4% HH T — Bk 1P Huhk, 5k X
interface-type: i 72 4% HH 10 — Bz 11 2 A
interface-number: $5 € B H 1)~ — Bk M 4n'5;
preference preference-value: 15 & # AR B EH, BUETERY 1~255, #hE{E
N 60,

{interface-type

J N i W

€l

(;E'
[ =1

ip route-static iy 4 F SR AL B S RS B H

no ip route-static iy R MIFR IR EF S M B E, RN E T &M N —%&4%
CHE R, DR H 3 1P A B A 5% G & .

Hicl B BRI AN B I S 2 AT LA
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® INFHN IP Hub FIHERS#E D 0.0.0.0 (ERFERS A 0O , L E (1) 2% th BRI ES HH o
2 fer A R RGO, RS ik 2 i eh EAT 1 ST A
® AN RECE, PR EIM RS B RS . Bilan, NiE— Hric &
ZokmH, WORTEEAMFEI S, WISEILEE B, Wi E A F R
Jed, WISEELES A&
® [iCEFAH N, AR bR R E B BT Bk, Bk A RE
AR LT IP sbdik, 750 ER A AR
MREEMT SN “ = EHE ARG LSNP B M Em 2”7 H i show ip
routing-table.
7 i
A iR 2 A RERLE 10 2%, DHCP BRI — 26 N — BN RIS B e, (H2A
i FIXAN 10 25 BRI
(25450 ]
HICE FASER B, L H RNy 1.1.1.0/24, 4858 T —Bk v 2.2.2.2, $55€ 2 14 vianl
N
CommSky(config)# ip route-static 1.1.1.0 24 2.2.2.2 vlan-interface 1

4.4.4 DHCP %14

4.4.4.1 copy dhcp-static

(4]
copy dhcp-static { ftp | tftp }
copy ftp dhcp-static flash
copy tftp dhcp-static flash
[HEIA ]
MR
[ 220 ]
1: BRI
[Z%]
ftp:dit FTP 77 ' \/5: i DHCP #4641 S
tftp:idid TFTP J7 A F A/ DHCP A48 5E 51138 304
[HiiA]
copy dhcp-static #r 4 F>k 3 H DHCP #2540 € 711 3 .
copy ftp dhcp-static flash fir % >k 3 A\ DHCP i 48 5E 51| 38 304
copy tftp dhcp-static flash 74 FH>k 5 N DHCP #2545 € 51138 S04 -
(%5450 ]
# F TFTP 5203 tH DHCP #4058 53R 0.
CommSky#copy dhcp-static tftp
Remote host address(STRING<1-64>): 192.168.1.103
Proceed [Y/N]? y

4.4.4.2 dhcp server static-bind
(4]

dhcp server static-bind mac-address ip-address
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no dhcp server static-bind { all | mac-address ip-address}

]WE

[+
%%ﬁ@
i 22 ]
1: &P
]
all: MR A i g8 e B
mac-address: 1548 5E % F i i MAC Hidik .
ip-address: #7458 5E (1] IP Hutik
[k ]
dhcp server static-bind iy 4 FH SR 38 in— 25 S 48 e B
no dhcp server static-bind iy 4 FH R MIBR — 2% i 45 e F o
[ 25451 ]
# & MAC Hutik >y 00:00:e0:3f:03:05 ] PC #l5 IP Mtk 10.1.1.1 45¢ .
CommSky(config)# dhcp server static-bind 00:00:e0:3f:03:05 10.1.1.1

0
s

4.4.4.3 dhcp server ip-pool

[a4]
dhcp server ip-pool pool-name
no dhcp server ip-pool pool-name
[ ]
ARG
[ 42001
1: EHY
[Z%]
pool-name: DHCP Mihitith % #%, A 1-32 N¥2FF, HAESHT. #0 TRIZ%.
[HiiA]
dhcp server ip-pool fir & KRG — N ahAShbh, a0 e A7 N Z kb A
K. (&% 3CHF 16 M HbERD
no dhcp server ip-pool iy 4 FH KMl FE— A ah s skt
(25450 ]
# QIEEFRIRA test [ DHCP i A = Hh bk it
CommSky(config)# dhcp server ip-pool test
CommSky(config-dhcp-pool-test)#

4.4.4.4 dhcp select server global-pool

[4]
dhcp select server global-pool
no dhcp select server global-pool

FE

(&
VLAN B O
ey 17'“
BT

)]
O
£
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To

[Hii4 ]
dhcp select server global-pool i 4 F 2RI J5 #6 7€ £ 11 () DHCP Server Djgg. (31
RS RS A /%64
no dhcp select server global-pool 4 F K% 145 E #2111 DHCP Server Djfig.
FREIEOL T, #EARIT 3 DHCP Server Tifg

7 UiH
MiZ VLAN 2 115 & i NAT #xCH, DHCP Server TJ#g & 2L
[ %5451 ]

# MCE VLAN £ 1 TAEZE DHCP IR %5 st
CommSky(config)# interface vlan-interface 1
CommSky(config-Vlan-interface-1)# ip address 192.168.1.100 24
CommSky(config-Vlan-interface-1)# dhcp select server global-pool

4.4.4.5 domain-name

[ar2]
domain-name domain-name
no domain-name
[ ]
DHCP itk 4
[ 2200 ]
1: EEH
[ 4]
domain-name:DHCP % it 4 J5 4%, N 1~50 I FFF o
[Hiid]
domain-name 4 F KB & DHCP Hudikit >y DHCP % 7 s 43 it A48 44 )5 45
no domain-name 74 F KM DHCP Hilik-its )y DHCP %5 7 it 43 Bt A48 42 )5 4%
BAA LT, A ECE DHCP Hhtikith >y DHCP %5 7 i 4y L A3 44 J5 42 -
[ 2441
# W E DHCP Hibikith test Jy DHCP % 7 i 43 L 38 44 /5 2% /9 mydomain.com.
CommSky(config)# dhcp server ip-pool test
CommSky(config-dhcp-pool-test)# domain-name mydomain.com

4.4.4.6 dns

(4]
dns ip-address
no dns

[+

o=

DHCP ity 41
2 1
1. &P

]

i
e

)|
%
2

ip-address:DNS Iz 25-#& 1) 1P il
%]

"
=
5+
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dns #ir4 Sk EC & DHCP Hihikith >y DHCP % /7 5 2Bt it DNS AR 45 %% 1P Hhuhit.
no dns 4 FH kMM % DHCP #bdik-its )y DHCP % )7 3t 43 L i) DNS R %5 %% 1P Hidik.
BRAEHT, AR E DHCP Hilibit >y DHCP %7 54> Fit i) DNS RS #5 1% 1P, it
i FH U S DHCP & SRR SCATAERE 1K) IP A A4 DNS 5528 1P ik,

[ 24451 ]
# W E DHCP Hihil-ih test )y DHCP %) 3 /3 FC i) DNS IR 25 2 hik 4y 10.1.1.254.
CommSky(config)# dhcp server ip-pool test
CommSky(config-dhcp-pool-test)# dns 10.1.1.254

4.4.4.7 expired

(4]
expired minite
no expired
[ ]
DHCP itk 4
[ 2200 ]
1: EEH
[Z¥#]
minute: 5L HE 7804, minute BUEYEREN 10~1440,
[ ]
expired 4 FSK AL B DHCP Huhibith o 1P ik i AHL A A 250 PR
no expired iy & FH RIS B4 17/ 0 o
BRETEOLT, FSYEE T MBI 7B /7 20 DHCP Hihibith o 1P Hshik i AH A 2%
WIRR Ny 1440 43 (RP—RD
(25450 ]
# T B Hu b test 1Y 1P bk AH A A 2 600 5 o
CommSky(config)# dhcp server ip-pool test
CommSky(config-dhcp-pool-test)# expired 600

4.4.4.8 ip address dhcp-alloc

(74 ]
ip address dhcp-alloc
no ip address dhcp-alloc
]
VLAN #z LB = 2 ORI 2 40K
[ 42001
1. B

[

=i
25

™
o

.

]
ip address dhcp-alloc iy 4 F SR AL B #2 1148 DHCP 77 xUREL 1Pl .
no ip address dhcp-alloc 74 F KB 42 F 4 H DHCP J7 UEREL 1P bk
BRUCIRAS, #0558 DHCP J5 sU3REL IP Mkt

[ 25451 ]

)]
B
[
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# 4852 VLAN £:11 1 i | DHCP 75 3U3REX 1P Mtk
CommSky(config)# interface vlan-interface 1
CommSky(config-Vlan-interface-1)# ip address dhcp-alloc

4.4.4.9 gateway

[ar<]
gateway ip-address
no gateway
K]
DHCP il 4 B
[ 2200 ]
1. EH

[

=

2

!
W
&
[ ]

ip-address: o 51 1P Hiik
®]
gateway 74 FH>KEC & DHCP Hutikith >y DHCP 2% 7 i 73 B (1 9 o sl o
no gateway iy 2 KM DHCP Hudik-ith 3 DHCP %5 7 % 43 Bic i WX S ik
BgEOL T, BATELE DHCP Hutikythy DHCP %% 7 ity 43 e (1) 9 S itk , - I fs i fic
3| DHCP 1 R AR SCHTEHE H Y 1P AR R P ok o
[ 2541
# % DHCP Hihikith test Jy DHCP %5 /7 S 73 e O W9 S ik 7y 10.110.1.99.
CommSky(config)# dhcp server ip-pool test
CommSky(config-dhcp-pool-test)# gateway 10.110.1.99

"=
B
S+

4.4.4.10 network

[a4]
network network-address mask min-address max-address
no network
(EUNED
DHCP i3t A7
[ @420 ]
1: ERR
[Z#(]
network-address: FHT-ZhZ& 7 BLE 1P Hubik o B s
mask: IP ik [ X 258 505 5
min-address: FhASHHEMAIELE 1P, WAL T network-address M I ;
max-address: FAHNEMASE R IP, AT network-address ’E Y
[#ik]
network 4 F K. & DHCP Huhib b sh 24540 EE ) 1P HihikyE
no network g4 FRMIBR 2N 7 BL A 1P iy [l .
[ 25451 ]
# MCE DHCP Hidikith test )27 BL B BN 192.168.8.0/24,  Blas ik b i [
192.168.8.100~192.168.8.200.
CommSky(config)# dhcp server ip-pool test
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CommSky(config-dhcp-pool-test)# network 192.168.8.0 24 192.168.8.100
192.168.8.200

4.4.4.11 reset dhcp server leases

(4]
reset dhcp server leases { all | ip ip-address | pool pool-name}
[HLA]
RGN
[ 2200 ]
1. BEH
#]
all: JERRATA 1P Huhik i) leases 15 2.
ip ip-address: G FRTEE IP ] lease {5 5.
pool pool-name: J&RRTE 2 bkt (IR IP ) leases 15 5 -
[ ]
reset dhcp server leases 774 FKiG &k DHCP Ly BBl &bk gt 2 (5 B
(25450 ]
# I5FR DHCP firfy © 7y Fe R Sh A b 48 2 5 2
CommSky(config)# reset dhcp server leases all

[

W

4.4.4.12 show dhcp client
(4]
show dhcp client
[HLA]
S
[ 2200 ]
0: Vil
[Z%]
p
[HiiA]
show dhcp client 74 F >k &7~ DHCP & 7 ity (A A5 2
(25450 ]
# SN T £ 01 DHCP % 7 i A 945 B
CommSky(config-Vlan-interface-5)# show dhcp client
Vlan-interfacel DHCP client information:
Current machine state: BOUND
Allocated IP: 192.168.1.101
Allocated Netmask: 255.255.255.0
Allocated Gateway: 192.168.1.1
Allocated lease(in second): 7200, T1: 3600, T2: 6300, Elapsed 1009
DHCP server IP: 192.168.1.1
DNS IP: 172.16.0.254
< 4-3 show dhcp client iy 4 B (s B AR

TR ik
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it

Vlan-interfacel DHCP client
information

DHCP /7 s )45 145 /2,

Current machine state

DHCP & P tRASHLH S BRAS, FE:
BOUND: #2551 DHCP JiR4% 25 & 1%
DHCP-ACK #3C, FIIZRECIP bk fE, #EA

ZRES

RENEWING: T1 @285, HEANZIR
A

Allocated IP

DHCP iR 5523 A% 4 Be Y 1P sk

Allocated Netmask

DHCP k55 & 94% 11 73 BC A HE RS

Allocated Gateway

DHCP AR 45#% A%z L o3 Be i) &

Allocated lease(in second): 7200

AN (B AL

T1

DHCP % )i i) 1/2 FLZ90f [a] CLLRD Ry Eafr)

T2

DHCP % i ) 7/8 AL [A] ( LAFD N BT )

Elapsed 1009

JrBECE P (R a] CLLAD Dy B

DHCP Server

DHCP i % %% it hit:

DNS IP

A DHCP % i f5 %€ 1Y) DNS Ak 4525 Hiht

4.4.4.13 show dhcp server leases

(4]
show dhcp server leases{ all | ip ip-address | pool pool-name}

[HEIA ]
S

[ 2200 ]
0: Vil

[Z%]
all: E/RFTE 1P Hihkf leases 15 5
ip ip-address: E/RfEE IP ] lease {5 5.
pool pool-name: ‘& /~Fs & bkt I FTA IP 1) lease {5 5o

[Hiid]
show dhcp server leases iy 4 F >k /R has ki 4 H T A FL 205 B . B N
B P a4 AR ICEE R, AECHT 1P bk, 2 i MAC Hihik, FH IS
RA RO

(%5450 ]
# LR FTE B DHCP 2 7 i A A5 2
CommSky(config)# show dhcp server leases all
Client Name Interface IP Address
iPhone5 vlanl 192.168.1.166

MAC Address Lease Expiration
00:00:00:00:00:43 86392
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iPhone6 vlanl 192.168.1.168 00:00:00:00:00:45 86

Admin vlanl 192.168.1.169 00:00:00:00:00:46 86392

(null) vianl 192.168.1.170 00:00:00:00:00:21 86392

Lenovo-PC vianl 192.168.2.101 7c:7a:91:a3:e6:16 85538
2 4-4 show dhcp server leases iy 4 fonfs Bk %

FB ETip
Client Name DHCP & J i ) 44 F%
\lm 8 [ ) Q N
Inferface EHCP %P i BRI 1P 4558 1Y) VLAN 21
=)
IP Address DHCP % F i 3R EUE (17 1P bk
MAC Address DHCP & i) MAC Hihik
. DHCP % i 3R EX 1P il iy 781 4% 6 FHL £ 5 [A]

Lease Expiration CLLFD KA )

4.4.5 R fEMT 64

4.45.1 dns server

(4]
dns server ip-address
no dns server ip-address
K1
AGALEIVLAN £ ORLE
Q37D
1: BRI

[

o=

,.
%
2

ip-address: 44 k55 7% 1) 1Pv4 Hidik.
5]
dns server 4 KR B 18 44 AR 45 8% 19 1Pv4 Hudik.
no dns server iy & FH SR BR 4% iR 45 25 1) 1Pv4 Mtk .
BURE T, AEEEA RS0 1Pv4 Hitik .
FEF RN
o ZRAMKE NHZAEE 3 MIA RS FrAHE N TR E A RS & B 2
Rei It 3.
® DNS server [FIRSEINT HN: RSEE NHECE R DNS server A /64 & T4 L
K T IC & 1) DNS server; 7E[R]—HLE R SGHECE ) DNS server A 762 T R AL &
f] DNS server; %+ 7 T.l & f¥) DNS server {52t & T8 DHCP 27 X3
ASFRELY) DNS server .
® 7ERFME FHAT no dns server fir4, PR 2 G0 B ATz A8 I T BB I B
Al s thbl; 75 RGN B L E R 44T no dns server ip-address iy
A, W M R AR P TG 3 44 IR 25
FHICHD B 7] 2% iy 4 show dns server.
[Z545]

H
=
5
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# RGN BB A RS AR 1P Mk Dy 172.16.1.1.
CommSky(config)# dns server 172.16.1.1

4.4.5.2 dns-proxy domain

(4]
dns-proxy domain domain_name ip ip_address
no dns-proxy domain domain_name ip ip_address
no dns-proxy domain all
K]
RGAE
[ 4201
1. BEH
%]
ip_address: VLAN #20#) IP Hulib, Ao+l g =k,
domain_name: #&iE4, R AR IR A T4 -

[

=

2

[

0
W

dns-proxy domain 4 R AL & F S84

no dns-proxy domain 4 F R MM B AL B 5 A4

no dns-proxy domain all 4 F RMIBR A BB M E S 4 .
(25450 ]

HICE RS

CommSky(config)# dns-proxy domain www.baidu.com ip 1.1.1.1

#IM 5 S A

CommSky(config)# no dns-proxy domain www.baidu.com ip 1.1.1.1

#I o BT R S A

CommSky(config)# no dns-proxy domain all
4.4.5.3 dns-proxy

(4]
dns-proxy { enable| disable }

[HEIA ]
ARG

[ 2200 ]
1: BRI

[Z%#]
oo

[Hiid]
dns-proxy enable 74 H >kt 5 DNS AR IIRE .
dns-proxy disable 74 FH k5% 4 DNS A3 g .
RAFIE T dns-proxy DiEEA4 <53 DNS /REE D fE,
ERUIRAES T, dns-proxy 4t T = HPIRAS .

(%5450 ]
# RGHE T HFJE 5] dns-proxy T
CommSky(config)# dns-proxy enable
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CommSky(config)# dns-proxy disable
4.4.5.4 show dns server

[%]

show dns server
(LA ]

EEE
[ 4200 ]

0: Vi

)]
%
2

o
]
show dns server iy & F SR 7R A2 801 1PvA 3544 fR 55 28 TRAR A5 2
RGRAER 3 % IPvA 4 IS4, SR TROTHERE, S8 RERT
A FREL o
FRECE ] Z% 54 dns server.
[ 2541
# R IPvA A RS SR ORME B
CommSky(config-Vlan-interface-5)# show dns server
Type:
D:Dynamic S:Static

)]
=
5

DNS Server Type IP Address

1 D 172.16.0.254
% 4-5 show dns server #iy 2 B g BIiiR %«
FB iR
DNS Server BAREHBIFS, RGEHIERRS ST, M 1HIG
Type WA MRS AR, S RNFATR €A R4, D Rt
y DHCP 25 Hril 3 245 343 a8 4 R 45524
IP Address 4% AR 55 2% IPv4 Hihik

4.4.5.5 show dns-proxy domain all

(4]
show dns-proxy domain all
(AL ]
ALK
QS D|
1. EHEH
#]
p
ik 1
show dns-proxy domain all 4> FH K &7 A e B 1 i i 4 o

(

W

[

o
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(25451 ]
CommSky(config)# show dns-proxy domain all
Total domain : 1

Domain IP Address
www.baidu.com 2.2.2.2
# 4-6 show dns-proxy domain all #ir4 B 15 B iR %
FB iR
Domain HAE L
IP Address k4 R 55 2% IPv4 ik
4.4.6 ARP fir4

4.4.6.1 show arp

(4]
show arp
[HLE ]
R
Q3D
0: Vil
[ 4]
.
[$ik ]
show arp 4 >k 7 ARP K1
(25411
# 7N ARP RIUMIE B
CommSky(config-Vlan-interface-5)# show arp

IP address HW type Flags HW address Mask
Device
192.168.1.103 Ox1 0x2 2c:44:fd:21:1e:e3 *

vlan-interfacel
# 4-7 show arp iy & /{5 BHIAR

FEB R
IP address IPv4 ik
HW type TS 1Y
Flags PRIl
HW address i 24 i
Mask g
Device RHE
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4.47 AAA 74

4.4.7.1 primary accounting

(4]
primary accounting ip_address [port port_number] key {simple | cipher} key_string
no primary accounting

]
RADIUS 77 ALK

&

23

[r 220 ]
1. B

[Z#]
ip_address: I RADIUS it 27 R 558511 IP Hudik
port: & RADIUS it 9% Il 55 45 () UDP ¥ 15
port-number: 3= RADIUS %% I 45 2% () UDP % 15, S48 R 1813, BUETERIA 1~
655355
key [ cipher | simple ] key_string: 53 RADIUS it %% AR 55 28 58 T K 2 R SO 2
=,
ocipher key_string: &% U H, HEFHUHE SRR, Hi, key_string HKSEE
KT 64 MiHIASCEH, X RAINE,
esimple key_string: &S, HESIG LSRR, Hh, key_string JKJE
AKT 64 L1 I SCEH, X KNG,

[#iiA]

primary accounting 74 H KR AL B 3= RADIUS i 2% ik 55 45

no primary accounting iy 4 FH R M B % B 1 = RADIUS 1 9% I 55 4%
BREEOLT, REEF IR %

BRI

o UT SRS AR AT B2 S5 2501 1P HuhE AN REAH .

o WERAESOETH SO IaiE R R B 20 7 ETFPIRST 4%, W iese e 5 AT R 55 4% 18
fEH G, K2 R IR 55 a5 HEAT IS

o QERAELR T IEAEAE AU 9 AR 55 BB e 8 RERg JE i A0 FH P IR SR
PG SRAFE I TH P36 K,  HAF IETH BRI SCA S A7 B A

[ %4451 ]
# WE RADIUS 7% radiusl B FiH 2RSS 28 8 1P Hihk oA 10. 110. 1. 2, fEH] UDP
5 1 1813 $24E RADIUS 1+ 2% Ak %%, 112 4R SCH L 3 8 N85 12345678,

CommSky(config)# radius scheme radiusl

CommSky(config-radius-radiusl)# primary accounting 10.110.1.2 key cipher
12345678

4.4.7.2 primary authentication

(4]
primary authentication ip_address [port port-number ] key {simple | cipher}key_string
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no primary authentication

[HLE]
RADIUS 5 ALK

[ 22 ]
1. EHEL

[ 4]
ip_address: I RADIUS TAIER 55251 IP Huhik
port: 3 RADIUS A FE R 5545 ) UDP ¥ 15 .
port_number: 3= RADIUS AR 45 2% 1) UDP 3 5, 4 1812, BUEVEE N 1~
65535,
key {cipher|simple} key_string: 53 RADIUS iAIF R 55 #3538 H AR SCHI L = 2%
B,
scipher key_string: WE % Y, HEHKLIECER. HHF, key_string AKEE
KT 64 MiHIASCEH, X RANE.,
esimple key_string: W E A CHH, HEFPHUHCER. HA, key string AKE
KT 64 MiHIASCEH, X RAINE,

[H#iiA]

primary authentication 74 FHoREC & = RADIUS TAE IR %525 -
no primary authentication <> H R MR ¢ & 1 = RADIUS TAIEAR 5545 o
BRETEOT, REEFWNIERS .
R A
o A AL E MIAER LI = %57 5 RADIUS IR %5 3% b L& L = 2 8 b 2 —
o WAt 5 EIAIEIRSS Gl (5 I S8 18 FH A i & BB I L 25 1.
o FIMIENR S5 28 A M VIE IR 55 25 1 1Ptk A BEAHTA] o
o WIERAE IR FE FR S FH AR d S MIBR T FIANUEIRSS 28, WK & 1E S M aT RS 45 1815
FEIN J5, K2 B A IR S SR AT IEAE

[ 25451 ]
# W HE RADIUS Jj % radiusl B EIMIER ST a4 1P #udik oy 10. 110. 1.1, f#H] UDP
Ui 1 1812 $24E RADIUS YEMR %S, AR SCHFL =225 B S hello.
CommSky(config)# radius scheme radiusl

CommSky(config-radius-radiusl)# primary authentication 10.110.1.1  key cipher
hello

4.4.7.3 radius scheme

(4]
radius scheme string
no radius scheme string

[+

o=

Ee e
]

1. EFR
5]

MLF ]
| Qige

[

W
s
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string: RADIUS J7 %4, N 1~16 M FRRFRH, RO ms-EtE, X7 K/
H,
[k ]
radius scheme 4 F KA1 2 RADIUS T RIFN AL
no radius scheme iy & F SR MIBR T 72 1) RADIUS 77 %,
ARG, AKE X RADIUS %,
[ 25451 )
# B E42  radiusl ] RADIUS J7 & 3k N AL A

CommSky(config)# radius scheme radiusl
CommSky(config-radius-radius1)#

4.4.7.4 second accounting

[4]
second accounting ip_address [port port_number] key {simple | cipher} key_string
no second accounting

FE

[+
RADIUS UESAS]
GRS |
1. EHZ
™
ip_address: A RADIUS it 2% AR 5585 (1) IP Hiudik
port: A RADIUS i 9% Il 55 %5 1) UDP 3 15
port-number: M RADIUS it %% Ik %% ) UDP i 15, 484 1813, BUETEE N 1~
65535
key [ cipher | simple ] key_string: 5 M RADIUS i1 %% i 55 8538 B ek SC it =
.,

scipher key_string: WE % Y, HEHKUELE/R, HA, key_string AKE
AKT 64 AL ISR, X K/AhNE.
esimple key_string: & &, HEPHUHCER. HA, key_string AKE
AKT 64 AL ISR, X K/ANE.

0
g

€l

r;lr;
[~

second accounting #r 4 F>KRECE M RADIUS it 9% iRk 5545
no second accounting 4 FH R MHER % & 1 A RADIUS 1t 2% Ik 55 45 -
BEENT, REEMNTHRS .
TR RN
o BT TR MRS 3 AT FR AR 5528 110 1P HhhE A RERH ] o
o KT AHEE MTH AR I = %47 5 RADIUS AR %5 2% b B L = 2 5 b 25—
.,
o WIRAELEH 7 IELEAT F AT 2 IR 25 B e o, 0 98 28 08 Ik A as FH P 1 Sz o
P SRAME 3K, HAF bt 3 4R SO S 247 2 A
[ z5451]
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# % B RADIUS % radiusl M T 2R RSS2 11 IP $hik 4 10. 110. 1. 3, fdiH UDP
Ui 1 1813 $&4t RADIUS 11 2% k55, 112k SCRIFE 8 %3 12345678,

CommSky(config)# radius scheme radiusl

CommSky(config-radius-radiusl)# second accounting 10.110.1.2 key cipher
12345678

4.4.7.5 second authentication

(4]
second authentication ip_address [port port-number ] key {simple | cipher}key_string
no second authentication

[+

o=

RADIUS 75 MK
5]

1. B
]
ip_address: A RADIUS AIEARSS 2811 1P Rtk
port: A RADIUS A IF IR 5545 ) UDP 3 15 .
port_number: M RADIUS AR 25 2% () UDP i 5, 4N 1812, BUEVEE N 1~
65535,
key {cipher|simple} key string: 5 M RADIUS TAIIFR 552838 H AR S AL 2= %%
B,
scipher key_string: WE % Y, HFEHKLIECER. HH, key_string AKEE
AKT 64 AL HIUISCEER, X5 RN
esimple key_string: & & M, HEPHUHER. HA, key_string AKE
AKT 64 FrEIUISCE R, X5 RN

LA ]
| Qligss

[

W
o

€l

(;‘l;
[ =]

second authentication 774 FSREC & M RADIUS TAE %525 -
no second authentication 4 M4 1% B 1 M RADIUS A IIE R S5 25
BAETEO T, REEMIERS .
TR A
o R AL B FIAER L= %4 5 RADIUS iR %525 L & L =5 0 41—
Y
o FIMIENR S5 28 A1 PN UEAZBUIRSS 35 (1) 1P Huhik A BEAH R

[ 2545
# W E RADIUS J5 % radiusl B MWIEARSS 5 H IP #uhik >y 10. 110. 1. 4, f#iFH UDP
I 1812 $24 RADIUS INIEMRSS, AR SCHI I3 41 B 3C hello.
CommSky(config)# radius scheme radiusl
CommSky(config-radius-radius1)# second authentication 10.110.1.4 key cipher hello

4.4.8 NAT #54

4.4.8.1 nat

(4]
nat {enable|disable}
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[HLE ]

VLAN % DA =2 PAR 4 1
[ 2205 ]

1. EFHG
[=%(]

enable: JF/5 NAT Zjfg;
disable: <[ NAT Zhfg.

[Hid]
nat fr% FHRITE /R NAT T,

(25450 ]
# JFJ3 VLAN #2112 ] NAT Theg.
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)# nat enable

4.4.8.2 alg

(4]
alg {tftp | ftp | h323 | sip | pptp | irc | netbios | snmp} {enable|disable}
[HLE ]
VLAN 2 Bl =2 LUK 422 40
[ 4250
1: EEH
%]
tftp: *ox TFTP Vrl ) ALG Thie.
ftp: Ko FTP WhH) ALG TfE.
h323: 7R H.323 #1Xf) ALG DiiE.
sip: K7 SIP M H) ALG TR,
pptp: 7~ PPTP #H ) ALG ThRE.
irc: X~ IRC M) ALG LgE.
netbios : 7~ NetBios FHM ) ALG ThAE.
snmp: F£7x SNMP ) ALG Zhig.
enable: IR REAH N ML H] ALG TIfE.
disable: F<HUHAHNPMLEK ALG ZhRE
[$iik ]
alg fir % I RAERESR 2 WA ALG ZhRE.
BB LL T, BrA P ALG ThREXIARA T REIR A
[ 2541
# {fHE VLAN £ 2 1) FTP 0¥ ALG TfE.
CommSky(config)# interface vlan-interface 2
CommSky(config-Vlan-interface-2)# alg ftp enable

[

W
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A51P HIBmSS%
4.5.1 IGMP Snooping #r4

4.5.1.1 igmp-snooping client threshold

(4]
igmp-snooping client threshold limit
no igmp-snooping client threshold
K]
RRM K]
[ 4201
1. B

[

=

2

!
W
%
[ ]

limit: ZH3RAH RFIMARI R K im e, BUETEHE Dy 2~256, $E{E Y 256,
%]
igmp-snooping client threshold iy 4 FH K EC B A& 2 ST VF I I BR & i 30 &
no igmp-snooping client threshold 4> KK S ZRNBC & .
BRUCIRZS T, A VI BB K2 7 I B f 0y 256
(25450 ]
HIEA SOV I B K28 7 o i 128,
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# igmp-snooping client threshold 128

=
B
s+

4.5.1.2 igmp-snooping client aging-time

(74 ]
igmp-snooping client aging-time interval
no igmp-snooping client aging-time
[HEIA ]
RRM #i[#]
[ 42001
1. EHL
[Z%]
interval: ZH3% 4% 7 I 2 AL 8], BUE Y FE Dy 200~1000, SRAEEN 260 7.
[Fik ]
igmp-snooping client aging—time 774 F R IC B 20 175 20 & 7 it =2 AL ]
no igmp-snooping client aging—time 4> k4% & BRINBC & .
BURET, ARBHZ  Im 2 AL 7]y 260 75
[2441]
#H AR E 7 i 2 AL I 1] 9 300 5
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# igmp-snooping client aging-time 300
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4.5.1.3 igmp-snooping

(4]
igmp-snooping {enable | disable}
[#LE ]
RRM #i[&]
nn 4 2&73“
(EELEY ]
(%%iﬁl
enable: FF )& IGMP snooping &g
disable: <[4 IGMP snooping ZfifE.
[HiiA]
igmp-snooping it 4 K ITJE /2% A1 IGMP snooping T fig
BratE LT, IGMP snooping ThAEAL T IS IR .
(2541
#JF )5 IGMP snooping I fE
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# igmp-snooping enable

4.5.1.4 igmp-snooping group threshold

[4]
igmp-snooping group threshold limit
no igmp-snooping group threshold

[ ]
RRM 1
A 73'“
(Eg ik
(72%&)
limit: ZIAMA A FEHH RS E, BUEEREY 1~256, S {EN 256,
[k ]

igmp-snooping group threshold iy 4 FSRAC & 70 1VF 3 A I [ 2 #6 2H e K EE
no igmp-snooping group threshold 4 F Sk 5 BRI BC & .
BRUCIRAE T, SRVFEhA I B3R 20 e K& 256
(25411
#ICVF BRI B A 4H e Ky 128.
CommSky(config)# dot11 rrm
CommSky(config-dot11-rrm)# igmp-snooping group threshold 128

4.5.1.5 multicast-forward-policy

[4]
multicast-forward-policy {accept-all | drop-unknown | drop-all}
[HLA]
RRM #L K]
[y 54 24 1
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1. BEHL
[ %]
accept-all: % K& I HAEEAR
drop-unknown: 3 A kN4 # 2H H0HR I
drop-all: Z 7T BT, BLHEH B ERE OO #FE HER O
[#i4]
multicast-forward-policy accept-all 4 H 5K 4 JR i B AR F1 A G 2H s i 4%, Cn
MR A HA IR AR R B0E A
multicast-forward-policy drop-unknown it 4 >Rk 4= JRI T B 2% 35 & %0 21 376 20 B
Wi, RN IR B R SR R g A
multicast-forward-policy drop-all iy 4 H K4 JRE B X5 rA Ak, ORE4RE
B SCRN A R RS
BRUCIRAS T, AR R RN N R i A% S8 i
[ 25451 ]
W R o P s [ R 1 NS A 6 A e 8 P o
CommSky(config)# dotl1l rrm
CommSky(config-dot11-rrm)# multicast-forward-policy drop-unknown

4.5.1.6 multicast-static-list ip

( (]ifsS ]
multicast-static-list ip ip-address
no multicast-static-list ip { all | ip-address}

1: mfié&

[Z%#]

all: JHBR BT i S 24 4

ip-address: TN A FF A HFEAH 1P Hiudk.
[Hiid]

multicast-static-list ip #i 4> ﬁﬁﬂéi“ﬂﬂﬁ/l\%%%ﬁéﬂ%’%éﬂo

no multicast-static-list ip T4 F SRMIBR — N Er &L 4.

IR AR EFASHRELA, H igmp-snooping KIFE, FTEHBAEAE T R AEFH.
(25450 ]

# WA ER A% 224.1.1.1.

CommSky(config)# dotll rrm

CommSky(config-dot11-rrm)# multicast-static-list ip 224.1.1.1

4.5.1.7 multicast-to-unicast auto adapt

[4]
multicast-to-unicast auto adapt {enable | disable}
[HLA]
RRM #L K]
nn 54 é&ﬁ” ]
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1. EHRK
[ 4]
enable: JT 5 R4 =1 Fi SR 2 I 250 O AR AU AR e B DI e
disable: 5% PR 24 Fif SR 2 o 5 O IV AR RO 1 5 B R DI RE
[#iiA]
multicast-to-unicast auto adapt 74 F KI5 / % RS M il Sk & um s =8 B i&
A U2 R A B R DI RE
BRAATEOLT, ARHE AT S Ao B 18 AR U R AR DR AL T R PR AS .
(25451 ]
#IT 3 AR 24 A QIR 2 o 25 B o 7 AR RO A e B R DI E
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# multicast-to-unicast auto adapt enable

4.5.1.8 multicast-to-unicast

(4]
multicast-to-unicast {enable | disable}
[ ]
JIR 55 BEAR AR ]
[ 2200 ]
1. B
[Z¥#]
enable: J /a5 4HFEH: 4k DIRE
disable: < PHZHFRH IR IIRE
[Hiid]
multicast-to-unicast iy 2RI 5 /5% HI2H 3 B AR Th g .
BRETEOLT, AR RRE DAL TR MPIRES
(25450 ]
#IT IR AR PR D BE .
CommSky(config)# dot11 service-template 0
CommSky(config-dot11-st-0)# multicast-to-unicast enable

4.5.1.9 show igmp-snooping

(74 ]
show igmp-snooping
[HLA]
RRM #i[#]
[ 42001
1. L
[Z%#]
7
[Hiid]

show igmp-snooping 4> FH SR i 7~ 25 ity 11 R 2L 4% 41 R FLRR R R
[z541]
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# SN & R A PR A R D 3R
CommSky(config)# dotll rrm
CommSky(config-dot11-rrm)# show igmp-snooping
mode:static
WLAN-BSS0
224.1.1.1

14:75:90:f7:87:7b

14:75:90:f7:87:7c

14:75:90:f7:87:7d

224.1.1.2
WLAN-BSS1
224.1.1.6
# 5-1 show igmp-snooping i & &~ (5 Btk %
B iR
mode:static HIFH R
WLAN-BSS0 uii 11 44 Bk
224.1.1.1 HIE 1P Hud
14:75:90:f7:87:7b
14:75:90:f7:87:7c | IO NZLHIR A1 E 7 vt B
14:75:90:f7:87:7d
4.6 M EHM WS SE
4.6.1 R4 5 mS
4.6.1.1 ping
[4]
ping [-c count ] [-s packetsize ] host
[#LE ]
EEME
[ 225 ]
0: ik
[=4(]
-c count: 157 ICMP [BIZIE RIS RIEREL, BUETEREN 1~4294967294, G4
fE N 5,

-s packet-size: 15 & K 1% ] ICMP [8] 235 RIS HIHC L CAEFE IP AT ICMP #)303k),
HUE TG 20~8100, A NFTT, SRAMEN 56 711,
host: H i IP Hibks =N, EHLAL R 1~32 MEFRIFERFH
[#i4]
ping fir & I RAG A4 € H H)im 2 Sk, JHm MR SEHE B
PAT ping a2 JE, P H W K15 ICMP 8] 235 KR,
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® L AR BRI AN 8] A USCE H PR ) ICMP (8] S8 i SR S, Uy i 2 SRR <

=R

® L SR AR I A] Y ACA SR B A3 O ICMP [ S hi S 4 SC, T4 HE Request time

out” HesH .

s EE R

® LN HEAE A H 1m0 EHLA AT ping BB, FHLAE R % FHCE DNS
(Domain Name System, 34 R24t) Dige, S04 ping M, DNS [FIAH KA 44
MEEIESIN “ZEHARERS” 0 “HAMNTERE” . mHSH 5w
LKA ping A IR (W ip) I, AT ARIZE pingipip, TANAE

BN ping ip;
FEPAT AL FEF, #EA<Cl+C>T & 1k ping #:1E .

# KA IP HLRER 1.01.2.2 (&R EIA,
CommSky(config)# ping 192.168.1.103

PING 192.168.1.103 (192.168.1.103): 56 data bytes

64 bytes from 192.168.1.103: seq=0 ttlI=64 time=4.444 ms
64 bytes from 192.168.1.103: seq=1 ttl=64 time=0.659 ms
64 bytes from 192.168.1.103: seq=2 ttI=64 time=0.730 ms
64 bytes from 192.168.1.103: seq=3 ttI=64 time=0.678 ms
64 bytes from 192.168.1.103: seq=4 ttlI=64 time=0.640 ms

--- 192.168.1.103 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.640/1.430/4.444 ms

# 6-1 ping my 2 BonfE BHIA R

TR ik

PING 192.168.1.103

Ko 2r IP Hihl Ay 192.168.1.103 [#)15 & & 75 ] 14

56 data bytes TS ICMP [8] 35 37 SRR SC R I O == 1 4L

WS 1P Mkl >y 192.168.1.103 [ #: % [71 & 1] ICMP 1 v
64 bytes from L . X s e
102.168.1.103: seq=0 ttl=64 | ®  “Dytes=" i ICMP WL vty ki 545
time=4.444 ms ® “seq=" FARIITF T, HRAIWHRSCE A 5 H

ZR RFEERE

®  “time=" KN N [a]

® “ttI=” FIn ICMP W MR SCHH ) TTL {8

---192.168.1.103 ping

stati

stics ---

Ping # 1 SR Bt i G it 45 2R

5 packets transmitted

RIEHT ICMP [B] 35 SRR S

5 packets received

e 38 ) ICMP Wi J82 45 SC 3

0.00% packet loss

R 2 SR A ST o I LT SR AR SCH 1 73 B
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FE iR
Wi 87 ESF ) [ B /MBS P 3B A B KRB, FRAE N ms Chf T
round-trip min/avg/max = IPv4 X4 ping SR HI I EA 2T ENZA S B XFHT IPv6
0.640/1.430/4.444 ms WX 2% ping S B {5 3 4T EN round-trip min/avg/max =
0/0/0 ms)

4.6.1.2 debugging

(4]
debugging {all | module-name}

no debugging {all | module-name}
[+

o=

RGME
2
1: HRER
%]
all: A BRIk .
module-name: INRERLHAILFR, Ll arp. device £5. mJLLf# H] debugging ? #r4
DERC 528 4 AT SR B A
[ ik ]
debugging fir 4 F RAT T B 28 SCHF I D g I R T 5k
no debugging 72 F 2K 5% 15 4 SCRF I Th RE TR T 5%
BURE T, Frfa ThRETU IR TT I T R R AS
RN
o T iAEE B H 2R REHNEAT AR, BT DL E 7R BT N 48 i 12
T INF AR 75 BT A LD REAE AT O¢, AN RN T I 2 A DR H i ik
P
o H[FNEE  debugging A1 terminal debugging 4, 7 AETE & b &7
{5 BB BRI %5 . terminal debugging i 2 FITELH 2815 S 0L “ W0 264 485 BRRN M 428
WwAZE” ) “EEFOREMS” .
FHORELE 7] 2% i % show debugging.
[ 641
# FT7F wilan BEEH AT G

CommSky(config)# debugging wlan

LA ]
| Qiigss

[

W
o

4.6.1.3 debugging band-steering mac-filter

(4]
debugging band-steering mac-filter mac_address
no debugging band-steering mac-filter

ARG
9 1
1. &L

(4]
4t

[HD
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[ 4]
mac_address: fi5 L€ MAC Huulik.

[#iAR]
debugging band-steering mac-filter iy 4 F>k$]T H band-steering B3 id JE ) MAC
Hudk .

no debugging band-steering mac-filter 4 F K HU7H band-steering ki JE 1)
MAC Hiht.

BRUIRE T, band-steering HEH A IER MAC Hullk.
[ 25451 ]
# f5 € band-steering B3t € MAC il 34:cd:6d:01:33:88.

CommSky(config)# debugging band-steering mac-filter 34:cd:6d:01:33:88

4.6.1.4 debugging wds

[4]
debugging wds {discover | link}
no debugging wds

g
FE

%%ﬁ@

[+ /7\?)&73']1
0: Vil

1]
i
]
debugging wds discover 74 F>K &7~ WDS KIS ) Debug 15 5
debugging wds uplink 4 F>k . 7x WDS 12471 Link [¥] Debug 1:. S
no debugging wds 74 FH>KREH WDS (1) Ddebug 15 5.
[ 25451 ]

#WDS A5 B

CommSky(config)# debugging wds link

O
£

[

Q-
(;i;

1
H

4.6.1.5 debugging wlan auth

[4]
debugging wlan auth level{all|option}
no debugging wlan auth level{all|option}

EE

&
%%ﬁ@
A% 73'“
TR

all: Fr SE gl Ir o5
option: f&5E AHRN.Z A .

debugging wlan auth 4 FH >R+ FF WLAN #EELAIER SE T 68 Debug 2251 .
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no debugging wlan auth 4 F >k ¢ 1 WLAN #EE ) A < T8 Debug 22531
BIIRAE T, WLAN BHGED)RETF AL TR R
(25451 ]
# F7IF WLAN EHIEATH Debug 15 &
CommSky(config)# debugging wlan auth level all

4.6.1.6 debugging wlan bss

(4]
debugging wlan bss [bss-number]
no debugging wlan bss [bss-number]
[HLA]
ARG
[ 2200 ]
1: EEH
[Z¥#]
bss-number: & & HIAXS T ) WLAN-BSS #B 1) 1D, HUETER 0~15.
[ ]
debugging wlan bss 4 F >k $T 7+ WALN-BSS #t[1] Debug 15 £
no debugging wlan bss iy 4 F >k 9% 1] WALN-BSS #i4f#] Debug 15 ..
BIUIRA T, WLAN-BSS B Ihae st TR R AS o
WIERAFE = bss-number, N2 R A WLAN-BSS #2 1 115 B .
nS485E bss-number, JU 27~ WLAN-BSS $i 5€ 2 F IS B
[ 2541
# ¥TJF WLAN-BSS 0 ] Debug 15 & .
CommSky(config)# debugging wlan bss 0

4.6.1.7 debugging wlan client

(74 ]
debugging wlan client mac_address
no debugging wlan client mac_address
[HEIA ]
ARG
[ 42001
1: BRI
[Z%#]
mac_address: & & AHMN ) MAC il
[Hiid]
debugging wlan client 4 F K45 & WLAN FHR N 245515 (1) Debug THAE .
no debugging wlan client i 4 FH R EGH F8 2 WLAN U B 285 1] Debug LIfE .
BURET, B EAEAT WLAN FEE ) 23
[2441]
# 82 i MAC A 34:cd:6d:01:33:88 £ i) WLAN it Debug 15 E..
CommSky(config)# debugging wlan client 34:cd:6d:01:33:88
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4.6.1.8 device mode

[4]

device mode {normal|monitor}
[HLE]

WLAN-Radio £ 11L&

nn 4 2&73“
. EHL

(%%iﬁl

y
[Hii4]

device mode normal iy HIR S PSS A AL, VRS S 4 1 L 55
device mode monitor fir & FHISRIT 5 S A LML, 45 RS AR Rk 55 .
BRICIRA R, device mode [IRZS A normal.

(25410 ]
# JTJa 25 DYELIh g
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan-radio-1)# shutdown
CommSky(config-wlan-radio-1)# device mode normal
CommSky(config-wlan-radio-1)# no shutdown

4.6.1.9 show debugging

[#4]
show debugging
[HLA]
ER=N
[% Qﬁﬁ'“
0: ik
(23]
i
[$ik ]
show debugging ﬁ? ok EoR R84 223 H R T 5%
FHERHC B 7] 2% i 4 debugging.
(25411
# TP TR AT X
CommSky(config)# show debugging
VLAN debugging is on

4.6.1.10 wlan monitor

[4]
wlan monitor
[HLE ]
WLAN-Radio 2 41 &
nn 4 é&ﬁ” )|

130



CommSky #Fa CU TS F i

1. HHL
[ 4]

0
[#i4]

wlan monitor #iy 4 FF kT S22 TR A 5 465 LI A
Ay

5z wlan monitor fy 2 HIINEE, W4 E device mode.

(25411
# JT R SE SR RS 5 4THE B UiRe.
CommSky(config)# interface wlan-radio 1
CommSky(config-wlan-radio-1)#wlan monitor

4.6.2 NTP f54

4.6.2.1 ntpclient server

(4]
ntpclient server server_address
no ntpclient server { all [server_address }
[ ]
ARG
[ 220 ]
1: EEH
[Z%]
server_address: FKox IP Huht 8 1544 5
all: RRFTA K NTP k%54
[Hiid]
ntpclient server iy % HORACE W& NTP k5525
no ntpclient server 774 A RHUE NTP %525 -
BINIRAET, W&F 2 MB0ANTP kS48, w2 & 31 NTP k%4
(25450 ]
# HEHN NTP fl554%: 192.168.1.103
CommSky(config)# ntpclient server 192.168.1.103

4.6.2.2 ntpclient shutdown

(4]
ntpclient shutdown
no ntpclient shutdown
K1
ARG
[ 42001
1. B
49
7

[

o=

[

W
s
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[k ]

ntpclient shutdown iy 4 FK < NTP IR %5 .

no ntpclient shutdown iy 4 1 SRHE NTP IR &5 R E RER RS CBRIAAFFRD
(25451 ]

# S NTP R %%

CommSky(config)# no ntpclient shutdown

4.6.2.3 ntpclient uptimeperiod

(4]
ntpclient uptimeperiod time
no ntpclient uptimeperiod
[HLA]
RGAE
[ 220 ]
1: EEH
[Z¥#]
time: FIRACE NTP I [a) [0 0 530,  BUE G Hl 60~86400(F A7 FD).
[ ]
ntpclient uptimeperiod iy 4 F K ECE NTP B 1] [5] 25 & B
no ntpclient uptimeperiod 4 FRIE NTP [F25 I (A1 2 BERVCIRES (ERIAH
86400) .
(25450 ]
# BCE NTP I [a] [ 25 4 19105 100,
CommSky(config)# ntpclient uptimeperiod 100

4.6.2.4 show ntp client

(74 ]
show ntp client
[HEIA ]
B
[ 42001
0: VjlnZk
[Z%]
i
[Fik ]
show ntp client @7 & HK&EE NTP R 1E 5
[2441]
# B& NTP lR& 5 E.
CommSky(config)# show ntp client
Clock status: Synchronized by NTP client
NTP client status: Running
NTP synchronized status: synchronized
NTP synchronized counter: 1
NTP synchronized server: time.nist.gov
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NTP Synchronous period: 86400
Last synchronized timestamp since system boot: 00:00:17
Last local synchronous time: Thu Dec 18 15:05:22 2014

2 6-2 show ntp client iy T~ 15 BHliid %
FB 3%
RGN EIRES, BUERN:
Initial: RGN EIOREZD, HRARE

Clock status

Synchronized by NTP client: RS} &hidEiE NTP [[25
Set by administrator: FRZti il time fr A E

NTP client status

HT NTP IRSIRZS:
Running: NTP 454k TG IRA&S
Stopped: NTP k55 4k T KPR

NTP synchronized status

NTP I BlRZS, HUEN:
synchronized: Rt #h L [FD
unsynchronized: R &GH 8k [F] 25

NTP synchronized counter

NTP [F]25 5 8 ik 3

NTP synchronized server

NTP [F]25 Ik 55 5%

NTP Synchronous period

NTP [&)25 & #A

Last synchronized
timestamp since system
boot

A GRS K — IR R I [ 8K

Last local synchronous
time

BT — IR A [F] 2D 1 )

4.6.3 g BHOar 4

4.6.3.1 copy tech-support

(4]

copy tech-support {ftp|tftp}

[HLE ]

FH PR B R A B I

[ 7@?73'“

ERLET

(’E%ﬁzl

\

tech-support: i3 75 2L 11835 25

ftp: s ftp RSS2
tftp: & thtp RS54 .

copy #ird FSRUEE T RS R, JFH FAL S FTP 86 TFTP iRSs 28, M58 &
BAYE. %%%?&I?}hﬂm B. N EE. WEDIREE. ¥&HEEE. #EER.

TLMER S BOEE

AR RGHERE Eﬂlél GIBE2

(254511

E% HREE . ST EE R
EE lﬂﬁﬁ &

Arp 5 R FHHETLES
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# W B R B R R tftp IS4
CommSky# copy tech-support tftp

IP address of remote host: 192.168.1.103
Proceed [Y/N]? y

Collecting diagnostic debug information ...
Done.

Downloading diagnostic debug information ...
done.

4.6.3.2 info-center enable

[%]
info-center enable
no info-center enable
(PR ]
REGME
[ @420 ]
1: R
[Z#]
"
[#i4]
info-center enable iy & H kI G 15 B H L DR
no info-center enable iy 4 H kR HME B O DEE .

#Fa CU TS F i

REIE TREEF L, RG4 xR HEEN. =66 5507 M H S s0RHE R .

BURET, FEPLAETIFERE.
(2411
# PR ARGHE B Lohe.

CommSky(config)# info-center enable
4.6.3.3 info-center loghost ip ip_address

(74 ]
info-center loghost ip ip_address
no info-center loghost ip

[HLA]
RGN
[ 2401
1. B
[ 4]
ip_address: HEFHLIT IP Hodik.
[ ]

info-center loghost ip i 4 H k45 € H & F ML B K th 4.
no info-center loghost ip T4 FHREUE X HEFHLERE, KE ZIBVCRASP Hidik

4 0.0.0.0).
BURE T, R HEFPHHE L.
BRI
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® i/ R H info-center enable &7 )3 15 S+ -0 IhRE, BLE info-center
loghost ip #7274 23

® {fifi#4 info-center loghost ip Fit & H & MUK IP Huhki, 155 N IERER 1P 3
k.

o HpPHatRE 1 & W AEKRSE SN HE .

(25451 ]
# ME RS0 P Huhk oy 192.168.1.103 I H E MUK IEH ERE B
CommSky(config)# info-center loghost ip 192.168.1.103

4.6.3.4 info-center loghost level

(4]
info-center loghost level level _value
no info-center loghost level
[ ]
ARG
[ 2200 ]
1: EEH
[Z¥#]
level value: F57%E HEFHLHHERNE R, level value Fon{s B m, BUETEE A
0~7,
[ A ]
info-center loghost level 74 F>kfa e H & EHLH ERZ0I .
no info-center loghost level iy 4 FREGHE X H & FHLHIZON K E, Tk E BEA RS
BINRET, RGHEFHIZE 6.
[ 2441
# ME RGN HE TR HERZRN T,
CommSky(config)# info-center loghost level 7

4.6.3.5 info-center logbuffer enable

(74 ]
info-center logbuffer enable
no info-center logbuffer enable

[

o=

ARG ALE
[ 420 ]
1. EHL

K]
4

)]
o
o

.
]
info-center logbuffer enable 74 FKFF A H EZ IR .
no info-center logbuffer enable 4 F >k 2% A H B2 i T AE
BINRET, HEZFIRA T I ERE.
[ 25451 ]
# XM HEZ M IhRE

)]
B
[
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CommSky(config)# no info-center logbuffer enable
4.6.3.6 info-center logbuffer level

[%]
info-center logbuffer level severity
no info-center logbuffer level

e CLUmTIESFM

[ ]
RYE
[ @ 4400]
1: EHY
[ %]
severity: 38 € (5 S 4], BUETE S L% 5-4. @S 40nT s e /28 ik H &
SRR H B .
* 6-3 5545
15 B& A & 3%
emergencies 0 RGAT MG R
alerts 1 7 T2 i R OB R S
critical 2 PEEAE B
errors 3 HiR(E B
warnings 4 EHERE
notifications 5 1B HIUHE 2 EZE S S
informational 6 7 EL SR IE A fE
debugging 7 I AR A S B
[#iR]
info-center logbuffer level Ay & HSR 1% E R4 m H E L Xt H ERSERE R
no info-center logbuffer level #ir & FkRIK E BRINGEDL, BRIASEZ informational .
[ 25451 ]

# BE ARG HEZ R XKt H A RISF40 debugging.

CommSky(config)# info-center logbuffer level debugging
4.6.3.7 info-center terminal logging enable

[4]
info-center terminal logging enable
no info-center terminal logging enable

FE

(&
Z%éiﬁju@l
i 17'“
BT

)]
O
£
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T
[Hii4]
info-center terminal enable 774 HKFT T log H &40 H 21 205 TR
no info-center terminal enable fiv4 F K< log H &40 H 21 205 T
BRURAE T, AT RARES .
(25411
# 771 log H &k 2 2 2
CommSky(config)# info-center terminal logging enable

4.6.3.8 info-center terminal logging level

[%]
info-center terminal logging level severity
no info-center terminal logging level

(PR ]
REGME
[y < é&ﬁ'“
1. EHG
[Z#]
severity: 15 €15 B 200, BUETES W& 5-4. IS HAT DL fo v/ 48 4 H = mi
Z i H B B0 .
[#i4]

info-center terminal level 74 H >k 3 B 2 T &um g2 b o H EMERE R .

no info-center terminal level 4 H KK E ERINEDL, BRINELCN informational .
[ 2545 ]

# BB AT Zum g b H B SEZCA notifications.

CommSky(config)# info-center terminal logging level notifications

4.6.3.9 reset logbuffer

[4]
reset logbuffer
[HLA]
E=v N
[ a4 20 ]
1: EHY
[Z%#]
7
[Hiid]
reset logbuffer @iy & FkigE M H EZZ M X W EIE S -
(%5450 ]
# IER HEZ M X RE R
CommSky> reset logbuffer

4.6.3.10 show info-center

(4]
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show info-center

( ]

==

>
>
%

A
bilD |
0: VilMk
51
yn
[k ]
show info-center g4 FH K W7 & HH 15 2.
(25451 ]
# SRR AN H 7 1) O EC B
CommSky(config)# show info-center
Information Center:enabled

[

=

[

W
o

Log host:

IP:0.0.0.0

Level:informational
Log buffer:

State:enabled Level:informational
Terminal Logging:

State:enabled Level:informational

# 6-4 show info-center iy 4 Ton{E AR %

FB 2 P

5 B0 HETHPIRZE (enabled Konfif
fit, disabled F/R¥E& A HHE
Log host:

15:0.0.0.0 AAERHURSBOREE, R EE
L (1P ikl R0 2% 1)

Information Center

Level:informational
Log buffer:
State:enabled Level:informational
Terminal Logging:
State:enabled Level:informational

HEZMXHER, BRRESME5m)

R G EIERE L, SRRSO

4.6.3.11 show logbuffer

(4]
show logbuffer [ reverse ] [ level severity | size buffersize ]

[HLA]
E=v N

nn 4 Q&ij’“

0: Ui[ﬁjé&

[Z%#]
reverse: 187€ HEM TR NMEEIH. WRATEE1ZSE, BOANLRITT M
|SEIES
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level severity: 85E1E S0, BUEES W& 5-4. JBZSH0T DL ) fo 4 /2% 15

I RS E B g .

size buffersize: s HEZMIX HhTE ZE B HE, buffersize R E BRI H
B X o) B EE BB sfE, BUETEHR 1~1024.

(T&%)
show logbuffer 4 FHK 2R R4 HE fﬁ/ﬂlﬂ[ﬂ’ﬂix*ﬂ%ﬂﬂ[ﬁ%ﬂ’] EI 55
WA size buffersize 241, KRR R2GHESZMX WA HEER.
(25411

# BN R H B M X FPRS G X1 H EE R

CommSky(config)# show logbuffer

Jan 1 00:00:03 CommSky syslog.info syslog started.

Jan 1 00:00:03 CommSKky user.debug system[71]: Run service earlyboot OK!

Jan 1 00:00:03 CommSKky user.debug system[71]: Run service eventd OK!

Jan 1 00:00:04 CommSKky user.debug netifd[80]: init

Jan 1 00:00:04 CommSky user.info netifd[80]: Product has no ethernet MAC
information, use default value

Jan 100:00:04 CommSky user.info netifd[80]: Product has no WLAN MAC
information, use default value

Jan 1 00:00:04 CommSKky user.info netifd[80]: Product has no VLAN MAC
information, use default value

Jan 1 00:00:04 CommSky user.info netifd[80]: Set interface GigabitEthernet0/0 with
mtu 1500

Jan 100:00:04 CommSky user.info netifd[80]: Set GigabitEthernet0/0 MAC
34:CD:6D:00:00:00

Jan 1 00:00:04 CommSky user.debug netifd[80]: Construct interface:
GigabitEthernet0/0

Jan 1 00:00:04 CommSky user.info netifd[80]: Set interface WLAN-Radio0/0 with mtu
1500

Jan 100:00:04 CommSky user.info netifd[80]: Set WLAN-Radio0/0 MAC
34:CD:6D:00:01:00

Jan 1 00:00:04 CommSky user.debug netifd[80]: Construct interface: WLAN-Radio0/0

Jan 100:00:04 CommSky user.info netifd[80]: Set interface WLAN-Radio0/1 with mtu
1500

Jan 1 00:00:04 CommSKky user.info netifd[80]: Set WLAN-Radio0/1 MAC
34:CD:6D:00:01:08

Jan 1 00:00:04 CommSky user.debug netifd[80]: Construct interface: WLAN-Radio0/1

Jan 1 00:00:04 CommSky user.debug netifd[80]: Construct interface: Loopback0

Jan 1 00:00:04 CommSky user.debug system[71]: Run service netifd OK!

Jan 1 00:00:04 CommSky user.debug VLAN[82]: VLAN init!

Jan 100:00:04 CommSky user.debug VLAN[82]: Begin to register event

Jan 1 00:00:04 CommSky user.debug netifd[80]: Register event handler: vlan 0 3132

Jan 1 00:00:04 CommSky user.debug VLAN[82]: Register id vlan OK!

Jan 1 00:00:05 CommSKky user.info VLAN[82]: Create VLAN 1
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4.6.3.12 show terminal debugging

[4]
show terminal debugging [ reverse ] [size buffersize ]
[#LE ]
R
nn 4 2&73“
0: Uik
[Z%#]
reverse: {53 debug (S B S RIT AN EIH. WRATEE XS, BRIAE
ZN TSNS ESIFS
size buffersize: ‘&7~ debug iﬁiﬂ* PR RSB H &, buffersize 8B TR 124
A 2 G X ol I H S B 462, BUE I 1~1024.
(4]
show terminal debugging i % FH >k 2.7 debug 1i/5 B 115 & .
WA size buffersize 2%, K 7R debug RS B W AT E HIE E.
(25411
#i 7~ debug G BHIFTAE E.
CommSky(config)# show terminal debugging
Dec 25 09:25:53 [EXCEPT]: No such user sdafdsaf exist.

4.6.3.13 terminal debugging setting

[4]
terminal debugging setting [level severity] [console {off | on}] [file {off | on}]
no terminal debugging setting

]@

[+
%%&E
ek 73'“
it

0
£

" ]
level severity: 55 241 & im 22 1) debug K H1ME B, severity Fon{s B2
7 6-5 debug 15 5 900 511 5=

5 B4 HE Hik
except 0 RGHHE R
flow 1 PSR R RY SOIRSE B
detail 2 FEANRE R, AR GRS

console {off | on}:AC B debug 15 B & BT BN 2 24 7 2 3y

file {off |on}: Bl &K debug 15 B L BRI S0 E
[#iA]

terminal debugging setting i 7 A FH SR BC B 2t PHIRE B I IhRE

no terminal debugging setting 4 FRMKE ER IR, BRUCIRES ZFTENEIE 1,
[ 25451 ]

# TCE R debug {5 SFT B 2 2
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CommSky(config)# terminal debugging setting console on
4.6.3.14 terminal debugging

(4]
terminal debugging
no terminal debugging
]
RGN
[ 4201
1. BEH

&

23

2

]
%
2

y
%]
terminal debugging 4 H KI5 TRIRE BAE 24 iy 2 S2 i 4 Thfg .
no terminal debugging 7ir4 2K < F 24 i 2 i (5 S D iRE -
BRUCIRAS T, 23 S B DI REAL TR TR
A R R AR 4 2 b RoR TR RE B, T SRR A debugging i & KAT AR R
[ 2541
# T 400 2 o A E B ThRE .
CommSky(config)# terminal debugging

"=
B
s+

4.6.3.15 terminal logging

(74 ]
terminal logging
no terminal logging
[HLA]
ARG
[ 2200 ]
1: BRI
[Z%#]
i
[HiiA]
terminal logging T4 F R HF A H &5 BAE 24 50 & S2 i 5 HH Ih e
no terminal logging i 4 FH > 5% 11 24 | Z¢ i ) H 2545 B DI RE .
PRUCIRA T, 2t Y5 B SR Th e Ak T R IR A .
an S 7 AR M s 2 b BORIR(E B, 7 E B E info-center terminal logging
enable 7% .
(%5450 ]
# ATOF 20 2 o S B Thae.
CommSky(config)# terminal logging
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4.6.4 CAPWAP 14

4.6.4.1 control-port

[#4]
control-port port-number
no control-port

[ ]
CAPWAP 1} &
[44 77'“
. BT
(%%i’ﬂ
port-number: =il H 5, YUY 256~65535.,
[#iR]

control-port #r 2t & CAPWAP server 4% fill i I
no control-port #ir4-¥ CAPWAP server f4 i3 H K B ERVOCIRAS
BUIRA, BRAu 154 5246,
[ 2545 ]
# Wit & CAPWAP server 3 154 512,

CommSky(config)# service capwap
CommSky(config-capwap)# control-port 512

4.6.4.2 default-server

[4]
default-server host
no default-server

g
]@

CAPWAP AL
é\f)&ﬁﬂ ]
R

=
&
o

host: F7i IP HibbEl#F i 44, K 64 F4F.

]

default-server 4 F KEC & BRI 1) 2 i Al 55 2 i dik

no default-server i 444 BRI 1 2 3 IR 55 d bk Pk R R UVIRAS
BRUIRE, BUA Rz #lﬁﬁﬂ&ﬂ%&EI’Jf@iﬂ:7'j“red1rect0r.commsky.com o

(244511

# e B BRI 2 R 4% 4% M bk A www.commsky.com.
CommSky(config)# service capwap
CommSky(config-capwap)# default-server www.commsky.com

[

Q-
(;i;

1
H

4.6.4.3 device-location

[ 4]
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device-location string-location
no device-location

}El
]@

%%ﬁ@
iR 77'“

: IR
; ]
string-location: AR%5 8% BoRfIR & FTEM ERE, IEKE 1-32 MR, XaK
NG, REEHT. FRATRIZL,
)|
device-location 7y &L B W& & FTEAL BAG B, MRS aim s iz AP #1728,
no device-location 7y 2K i B AT 7E AL B A5 B & RN IRES
BIRES, W& EEE N
[ 25451 ]

# Mo B W& PN E {5 BV ChinaHangzhou.

CommSky(config)# device-location ChinaHangzhou

0
£

€l

[

4.6.4.4 discovery-interval

[a4]
discovery-interval seconds
no discovery-interval
[ ]
CAPWAP 11 ]
[ @420 ]
1. EHLK
[Z¥#]
seconds: AR [A], FAALARD, YUY 0~90,
[Hiid]
discovery-interval i &I & B 7 K discovery iR 75 S Ay B KT [H]
no discovery-interval iy 41t & 537 & discovery I AR T S5 B i I A A BRUCIRZS
PRV, SIS 18]y 5 A
(25450 ]
# TC B EH AR discovery Vit FE 75 S5 A B R (]S 60 5
CommSky(config)# service capwap
CommSky(config-capwap)# discovery-interval 60

4.6.4.5 echo-interval

[4]
echo-interval seconds
no echo-interval
L ]
CAPWAP #1L1&4
iR tlJl
B
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[=%]
seconds: F AT [A](E]BE, HACAFE, YEHEN 10~60.
[k ]

echo-interval #r &Ml & 5 server S L oxififa, K1k echo LRy SC i A6 I 18] AT R o
no echo-interval iy &It B & 1% echo DR i 4 ST i 18] 18] B& 1k S ER UIRAS o
BRUVIRAS,  KI% echo DRI i ST I (6] 18] B 9 30 0

(25411
# B R I% echo ORISR ST a6 I 1] 6] B 9 50 75
CommSky(config)# service capwap
CommSky(config-capwap)# echo-interval 50

4.6.4.6 join-timeout

[ar2]
join-timeout seconds
no join-timeout

[HLE ]
CAPWAP 1A
[ a2 20]
1. EHL
[Z#(]
seconds: JERFESTE], FAAFP, JuEAN 30~120.
| €iipy |
join-timeout Ay &L & AP 7E &% join request 2 J& , ZEF5Av2: join response RS i
ET8

no join-timeout iy 4K B B 18 I B ) Pk 52 R BRUVIRES
BRUCIRAS, BTN [A] D 60 0

(25450 ]
# Wt B 21542 join response BN IR E] g 50 5
CommSky(config)# service capwap
CommSky(config-capwap)# join-timeout 50

4.6.4.7 master-server

[4]
master-server server
Nno master-server
K]
CAPWAP #1 &
[ 4201
1: EHL

[

o=

)]
O
o

server: F®un~ IP HihkEE 4, K 64 745,
]
master-server #y4 K¢ E CAPWAP 1) 3RS 2% .
no master-server fir 24t B ) CAPWAP 1 3 IR 55 28k 5 R IRAS .

)]
B
[
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BRIVIRZS, CAPWAP [ AR S5 28 N2

(25411
# MiE CAPWAP [ IR %5 %5 4 192.168.1.110.
CommSKky(config)# service capwap
CommSky(config-capwap)# master-server 192.168.1.110

4.6.4.8 max-discovery-interval

[%]
max-discovery-interval seconds
no max-discovery-interval

[ ]
CAPWAP #1&
[ar 4401
1. EH
[ %]
seconds: FKAEFITR], FANED, YEEDN 2~180.
[#iE]

max-discovery-interval fiy4-Hi & H# K& discovery Vs 75 S5 1 f K 8] .
no max-discovery-interval 44 I B 58T &AL discovery JiFE 75 55 7 i K i TH] Pk &
FER IR -
BUGIRES, FEFKE discovery ke 75 55445 s K 8] 20 #5.
[2541]
# i B = OIS discovery VA FE S fr i KB [E] /9 100 5 o
CommSky(config)# service capwap
CommSky(config-capwap)# max-discovery-interval 100

4.6.4.9 max-discoveries

[&74])
max-discoveries number
no max-discoveries

[HEE ]
CAPWAP 1A
[ é&ﬁ“
1. B
[ %]
number: # k248 &% discovery request 78, TEHEI N 5~20.
€iia) |

max-discoveries #ir 4 fit. & AP £E—% discovery i fE X [F— server & 1% discovery
req i K 2RI
no max-discoveries fir 2 K10 & () discovery req it K2R B 5 R YIRS
BRIIRES, discovery req e K23 KN 10 K

[ 2545 )
# Tid B & i% discovery req e KZARIRECH 15 K.

CommSky(config)# service capwap
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CommSky(config-capwap)# max-discoveries 15
4.6.4.10 max-retransmit

[4]
max-retransmit number
no max-retransmit
]
CAPWAP 1 1&]
(% é&ﬁﬂl
l: EHL
(%]
number: K EAEIREL, 8RN 2~10.
[#i4]
max retransmit iy 4t B R SC i R EALIREL

[

&=
23

W

no max retransmit 74 # o B i 3 e oK 3 AL IR

BURES, IROCE N EALRECN 5 K.
(2540 ]

# Mo B RO K EALIREY T X

CommSky(config)# service capwap

CommSky(config-capwap)# max retransmit 7

4.6.4.11 mtu
[4]
mtu mtu-value
no mtu
(EUNED|
CAPWAP #1L1&4
[ % é&ﬁ“
1: &L
[ %]

mtu-value: mtu [FJE, &[N 512~1500.
[Hiid]
mtu iy 2 B FEAE N CAPWAP 353 F IRE -
no mtu iy 24 FL & Y] CAPWAP #5307 F iRME, &
BRUIRAS, CAPWAP #3043 1 IRE 9 1300,
(%5450 ]
# Mo & ) CAPWAP i 373 1 IBME N 1250,
CommSky(config)# service capwap
CommSky(config-capwap)# mtu 1250

4.6.4.12 retransmit-interval

[ 4]
retransmit-interval seconds
no retransmit-interval
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CommSky #Fa CU TS F i

[#LE ]
CAPWAP 1L
[ 420
1. EH
[ 2]
seconds: A AFINA], FAAONAD, YEREIY 1~30.
[HiiA]
retransmit interval i &t & & 15 Rk SRR ACK & HR i SCEE A S A0 N 8] [A] R
{H 2 5 £ ] i <=echo interval/2.
no retransmit interval iy 244 Fe B 5547 f A0 I TR 18] B K 52 SCER DUIR A
BRVCIRES, S5 S A IS 8] [A) B A 3 7D
(25411
# MO SE A B LN 1 TR B 20 A0
CommSky(config)# service capwap
CommSky(config-capwap)# retransmit interval 20

4.6.4.13 service capwap

(4]
service capwap
[HLE ]
ARG
[ 220 ]
l: EHL
[Z%]
i
[Hiid]
service capwap 1% Fk M R G AL Bk N CAPWAP L&
(25450 ]
# NARGALEI# N CAPWAP LK.
CommSky(config)# service capwap
CommSky(config-capwap)#

4.6.4.14 service

[a4]
service {enable | disable}
[HLE ]
CAPWAP 1L 14
[ 240
1. BEHL
%]
y
i ]
service 74 FH>KIT 5 B ¢ ] CAPWAP V.55«
enable: )i CAPWAP /%

(

W

(

o
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disable: %4 CAPWAP M/ %% .

BIUIRZS, RFFE CAPWAP %
(25451 ]

# <14 CAPWAP M55,

CommSky(config)# service capwap

CommSky(config-capwap)# service disable

4.6.4.15 show capwap status

[%]
show capwap status
[HLA]
E%’?%ﬂ@
[ @420 ]
1: V2
[Z¥#]
y
[ ]
show capwap status {7~ 2417 CAPWAP RE, B U AT FIEERES RS B EE R
(2540 ]
# 7R HT CAPWAP IR .
CommSky(config)# show capwap status
capwap  state: Run
server address: 172.20.40.38

7 6-6 show capwap status iy & T~ s BffiA #

FB& i35
capwap  state CAPWAP IRZ
server address CAPWAP JIi %5 2% i Hihil:

4.6.4.16 silent-interval

( [4]n) 7 ]
silent-interval seconds
no silent-interval

[ ]
CAPWAP #IL1&
iR 17'“
TR
(%%iﬁ(]
seconds: HFHERSEFAFRCEN R, FACNFD, JEFEA 10~60.
[#5iA]
silent interval 77 2 HC B AP 1EFFER HA S5 A RO TR], 5 (8] YOI BT A iSO 40
EF,

no silent interval 77245 it & 1 i SR HH 45 A f R I TR) Pk B G BR VIR ZS



CommSky #Fa CU TS F i

BRUCRES, BB S5 A BRI 7] 9 30 5.
(25411

# Mo B BRI S5 R BRI TR) A 50,

CommSky(config)# service capwap

CommSky(config-capwap)# silent-interval 50

4.6.4.17 slave-server

[dr2]
slave-server server
no slave-server
[HLA]
CAPWAP 1} &
[ 2200 ]
1. EHL
[ 4]
server: 7w IP HubEEE 1A, &K 64 F4F.
[ ]
slave-server 4 FSRAC E CAPWAP [ & IR %5 2% -
no slave-server i 2 ¥ . & ) CAPWAP 45173 AR 55 23k =2 R VIR A
BRINIRAS, CAPWAP 4543 IR 55 8% A2
[2541]
# WCE ) CAPWAP £ Ik 55 4% 9 ShangHai .
CommSky(config)# service capwap
CommSky(config-capwap)# slave-server ShangHai
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